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Welcome to the SoftThinks Deployment Suite (SDS) 23.0 User Guide! 

 

SDS is a unified, modular and multiplatform (Windows, macOS, Linux x86/x64 devices) solution for deployment, maintenance 

and repair. 

 

WARNING: This product , being scalable and customizable, some features described in this document may not be 

available in your version of the product and the screenshots may not exactly match your workflow. Also, some 

customizations of your product version may not be described i n this document.  

 

Whatõs new? 

This version 23.0 mainly brings the following changes  compared to version 22.0: 

1. Windows devices support 

a. Windows 11 is now clearly referenced as Windows 11 and no more Windows 10 (please update your 

WINVISTA_11_64 env_files accordingly) 

b. Increased Windows ARM64 devices support (we can now image/deploy/wipe Qualcomm ARM64 devices with 

multiple partitions emulating BIOS) 

2. macOS devices support 

a. Increased support of Apple HD drives 

b. Increased audio and webcam tests compatibility  

c. Increased macBooks keyboard support  

d. Enabled webcam test on iMac 

3. Chromebooks & Chromium OS devices 

Please ask your Softthinks referent if you want to process such devices 

4. Hardware support and detection   

a. Intel AVStream camera in MS Surface (requires Intel GPU & camera drivers in the boot image ) 

b. QLogic network cards 

c. LSI RAID card 

d. Apple devices SATA disks 

e. HP batteries 

f. ATTO H680 cards 

5. Deployment enhancements 

a. Increased language pack injection coverage by adding support of Feature On Demand (FOD) cab files 

6. Wipe enhancements 

a. Improved crypto graphic sanitize detection 

b. Increased USB NVME health detection compatibility (added support for ASMedia, Realtek, JMicron chipsets) 

c. Enhanced support of LSI RAID card (added the ability to b reak down RAID arrays into individual drives for 

wiping) 

d. Wipe can now be automatically canceled if some SMART attributes values are lower than specified thresholds 

7. Hardware Diagnostics enhancements: 

a. General 

i. When a test cannot run, or if we cannot interpret  automatically its result, or if we find inconsistencies 

in the information grabbed, you can now specify which result you expect (automatically), or allow the 

operator to decide  

ii. You can now specify if a component to test is mandatory on laptop or on All -In-One or on other 

devices in order to have a different behavior and result 

iii. Added the possibility to add a comment when skipping a test, or when a test cannot run or be 

interpreted, and store it in SQL Database to be shown on Dashboard and, on demand, in reports (this 

can be disabled) 

iv. Added the possibility to set the screen brightness (and contrast for external monitor) during the 

whole test session 
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v. Added the ability to kill manually (right -click on the test to kill) or automatically after a specified 

timeout  a test 

vi. Distinguished all sub-devices tests result for tests like USB Ports tests, Display Ports tests, ... to clearly 

identify the faulty sub -device when relevant 

b. Keyboard test: 

i. Added detection and reporting of keys not released  

c. USB Ports test: 

i. Prevented the operator to test several times the same USB port 

d. Battery test 

i. Fixed a potential issue preventing the battery test to be run on some laptops  

ii. Fixed an issue occurring for batteries without capacity sensor 

iii. We now fail the battery health test if the current maximum capacity is greater than the designed one, 

or if equal to the designed one whereas the battery is several years old, or if the value is unrealistic 

e. Wi-Fi test 

i. Added the possibility to test  also the 5GHz sub-network when supported (See Wi-Fi (WLAN) test) 

f. Webcam test 

i. Enabled webcam test for All-In-One devices 

ii. Increased compatibility with Apple devices 

g. Audio test 

i. Increased compatibility with Apple devices  

ii. Added the possibility to use any Wave file 

8. SQL DB and ERP integration 

a. New tables have been introduced to store statistics more distinctly  

9. SDS Console enhancements: 

a. Added the possibility to group the PNPs by signature hardware file or by device type 

b. Added Wi-Fi test settings 

10. Script enhancements 

a. Added the possibility to have different processes / flows depending on the manufacturer  (for example for 

Apple devices) 

11. Reports enhancements 

a. Complete new Report Generator application compatible with new SQL tables 

b. Reports (XLS/PDF/XML) can now be generated even if the overall process result is a failure 

c. Totally customizable (both contents and look & feel) HTML templates replacing XLS template for PDF reports 

d. Added the possibility to generate at any time any type of report, including labels, from deployment IDs, but 

also device S/N and device MAC address 

e. Reports can be automatically printed, uploaded to FTP and sent by email 

12. Stability and memory usage improvements 

13. Various fixes, enhancements and optimizations 

 

We also developed a Dashboard (web portal) to which you can push all operations made on your SDS server(s), make them 

accessible to whomever you want with specific rights in a very convenient and customizable graphical way. You can also 

export statistics very easily with many filters and criteria (See SDS Dashboard User Guide). 

 

If you created bootable USB sticks with an older version you will need to update them (See Create Deployment USB stick). 

 

It is mandatory to update your WinPE image(s) to the latest version  for full compatibility with all  Windows  versions 

and the support of the latest enhancements , bring  to Bitlocker for example , but also for the hardware diagnostics .  
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Glossary 
Definitions, Acronyms and Abbreviations used in this user guide 

Term Explanation  

ADF 

Automatic Deployment File: Similar to the Profile in that it is linked to specific hardware.  The difference is 

that it also is named with a unique identifier for the model being deployed such a s the Motherboard Part 

Number 

Boot key / stick Bootable USB key you can use to boot a computer without PXE boot  

BTO 
Built To Order: These are PCs that are built as they are ordered by the customer with a specific hardware 

configuration  

CRC Cyclic Redundancy Check: Error correction method 

CTO 
Configured To Order: These are PCs that are installed with a specific set of software as ordered by the 

customer 

Factory Image First complete system backup made in Factory to restore the system to its Factory state. 

FAT File Allocation Table: File System managing files up to 4GB 

INF 
This refers to the text files that permits the installation of peripheral, those files are using the extension .INF 

(mymodem.INF) 

LAN Local Area Network 

MBR Master Boot Record 

Nomad Disk Instead of using a server, you install the software on an external hard drive. 

NTFS 

New Technology File System: file system was introduced originally in Windows NT. It has been used in all 

versions since Windows 2000. NTFS is reliable, fast, and virtually incorruptible and can recognize and 

format large hard disks 

OOBE Out-Of-Box Experience 

PnP 
Plug and Play: system that enables the installation of peripherals without any manual operation on the 

hardware (I.e. Jumpers) 

PnP ID Plug and Play IDentifier: strings returned by PnP hardware when enumerated by the operating system 

POST Power On Self Test: Sequence of test that happens while a PC is cold-booting (i.e. RAM count) 

Preset 
Predefined setup of options that can be applied to any unit (not linked to any specific hardware) in order to 

deploy Generic Images   

Profile 
Predefined setup of options linked to specific hardware and so which it can only be used to deploy Static 

Images to a specific model of computer 

PXE Preboot eXecution Environnement  

RIS Remote Installation Services 

Smart Image 
Small update to the base image that is applied to the same hardware that captured from.  The system will 

apply the base image and then the smart images 

WinPE / WinRE 
Win dows Preinstallation Environment : lightweight version of Windows used for the deployment of 

workstations and servers or troubleshooting an operat ing system while it is offline 

WinRE Win dows Recovery Environment : used primarily to help save or salvage your Windows operating system 
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Presentation 
Designed for your devices, SDS allows you to effectively manage the process of devices deployment  /  diagnostic /  repair /  

refurbishing. 

 

 
 

 

SDS: A 360° multi-device solution 

SDS can process the following devices: 

V Windows x86/x64 devices (desktops, laptops, servers, tablets): 

o All SDS features including static and generic deployment, wipe, diagnosticê 

V Windows ARM64 devices (Microsoft Surface Pro X, Qualcomm ARM64 devices with partitions emulating BIOS) 

o Deployment and wipe 

V macOS devices (MacBook, MacBook Air, MacBook Pro, iMac, Mac mini) using Intel CPUs (not Apple Silicon as 

M1/M2ê for the moment)  

o Deployment (through static images with partitions extension), wipe and diagnostic.  

V Linux devices 

o Deployment (through static images with partitions resizing), wipe and diagnostic. Support depends on Linux 

distribution and disk layout. ) 

V Chromebooks and Chromium OS devices 

o Diagnostic and wipe 

V Disks 

o Diagnostic and wipe (through racks, enclosuresê) 

V iOS & Android smartphones and tablets (through a partnership)  

o Diagnostic, update, deployment, wipeê 

 



 

SDS 23.0 

User guide 

 

 

                
 

© Copyright SoftThinksË. The contents of this document are confidential and can not be used,      Page 13/409 

reproduced or diffused without prior written authorization from SoftThinksË. 

SDS: Industrialization to reduce repair and production costs 

¶ Automatic deployment solution:  

o Deploy according to BOM, hardware PNP, ê 

o Full BTO/CTO support 

¶ One controlled process: 

o Entire process managed by using a powerful script  

o Embedded automatic decision maker 

¶ More services for more profitability:  

o Each module by service, can be activated on an as needed basis 

o High added value branded services for end-user support and maintenance 

o On-site and off -site availability 
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SDS: Unique Computer Support Solution 

 

 

 

 

 

 

  
 

 

 

 

 

 

All -In-One : The Most Complete Deployment, Maintenance & Refurbishing Package Available 

Automatic  : Capable of Being Automated and Can Run Features Simultaneously 

Adaptive  : Modify up to 20 Features for Manufacturing Original Equipment , Managing Computer Repair Centers, 

Running Refurbishing Activities, Maintaining Computers , Running Small Repair Businesses 

 

All-in-one, 
Automatic& 

Adaptive

Image 
Database

Management

Image 
Deployment

Hardware 
Diagnostics 
& HDD Wipe

System 
Diagnostics 

& Repair

Backup/
Recovery& 
Migration

Reporting& 
Computer 

Management

¶ Smart Repair: User Data Integrity Safe 

Repair Process 

¶ OS Upgrade Compatible 

¶ Data Backup & Recovery 

¶ State of the Art Management Console 

¶ Computer Asset Management  

¶ Server Data Reports 

¶ Hardware Inventory Reports 

¶ Company KPIs reports 

¶ Create Generic or Factory-like Images 

¶ BTO / CTO Fully Supported 

¶ Manage Images from Your SDS Database 

Gérer les images depuis votre BDD SDS 

 ¶ Concurrent Operations 

¶ Profile Deployment: OS, 

Software, Drivers & Parameters 

¶ Automatic with Defined Profiles 

¶ Control Software Installation 

¶ Bios & Windows updates  

Å Concurrent Operations 

Å Complete Hardware Diagnostics 

(BurnInTest + SoftThinks) 

Å Full HW Diagnostic Reports 

Å State of the Art Disk Wipe 

Process 

OS 

Applications 

Drivers 

Hardware 
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SDS: Deployment Process Flow 

SDS Deployment process ð by default the SDS deployment process follows the below steps. This process is modular and can 

be customized to support individual customerõs needs. This process is just to give you a good idea of the automated process 

SDS provides. Images used in this process are captured in Audit mode with sysprep.exe running on the desktop. 

 

System PXE Boots

(manual) 

System Loads 

SDS 

(auto)

SDS reads System 

DMI 

(auto)

SDS looks for SPL 

profile match 

(auto)

If DMI Match 

exists, system will 

auto-deploy, if no 

match will wait for 

user input

SDS loads core 

diagnostics 

(auto)

SDS deploys 

image to system 

(auto)

SDS BIOS Flash 

(auto)

SDS loads 

Applications 

(auto)

System passes 

diagnostics

SDS Reboot to 

Audit Mode

(auto)

Tech executes 

ñShip Itò routine

(manual)

System is ready to 

ship

Complete

SDS loads 

Extended 

Diagnostics 

(auto)
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Dynamic Technology Overview  
This chapter aims to give you a broad picture of what is SoftThinks Dynamic Preload and Recovery Technology using the 

example of a BTO/CTO PC manufacturer. 

Of course, all parts briefly covered in this Technology Overview will be thoroughly detailed throughout  this manual as we go 

along with the different processes involved. However, reading this overview should help you understand the more technical 

issues you will face during the implementation of the technology as described in the manual. You will also be ready to 

prepare your companyõs production and recovery strategies. 

BTO/CTO PC Manufacturing Industry production facts 

Consider the following example:  

¶ A PC manufacturer produces BTO PCs using the 17 following devices which require specific set-up during production 

such as driver integration within the operating system preinstalled before shipment of the PC:  

4 x Motherboards 

5 x Graphic cards and their bundle software 

3 x Sound Cards and their bundle software  

2 x Modems and their bundle software 

3 x Network devices 

Note: Although there can be some other hardware specifications like cases, CPUs, hard disks, we do not take them into 

consideration in our example, as they do not affect the pre-installation process in production nor the restore of the PC after a 

crash at end user level. 

Only considering the different hardware configurations, the "OEM" already has a potential of 4 x 5 x 3 x 2 x 3 = 360 

different PCs that can leave the production line (BTO).  

¶  "OEM" is also doing CTO PCs, and therefore technicians in production could have to preinstall 1, 2 or 3 different 

applications (or none) on their PCs according to each client requirements. 

Therefore, you can now multiply the BTO PCs figure by the 9 (= 3 x 3) combination of applications "OEM" could ship 

with its equipment (plus one when no software is shipped): 

360 x 10 = 3600 different PCs or with different software configurations (BTO/CTO). 

Problem: 

In our example, - quite common in the B TO/CTO industry -, it is obviously almost impossible to create as many 

different static images prepared to fit all or even part of these configurations for a fully unattended preload process in 

production. This means that, even though "OEM" can prepare a few static images for some PCs, the technician would 

very often have to complete the pre -installation of most PCs produced manually.  

Answer: 

SoftThinks offers with the Dynamic Technology to pre-install all PCs in production with a unique and universal Master 

Image per operating system and language deployed through the network or with a hard disk using a replication 

platform or a cloning software.  

Problem: 

It also seems almost impossible to provide the end user with a recovery device that could restore the PC to at least 

factory level without any manual integration of drivers, bundle software or applications.  

Answer: 
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SoftThinks Backup and Recovery  is a full Recovery Program which can be preinstalled on hard drive. 

How does SoftThinks Dynamic Technology handle the BTO/CTO 

situation? 

Basic principle  
The Dynamic Technology basic principle is to merge a Generic Master common to the entire production with a database of all 

items that affect the pre -installation process of all PCs on the factory floor.  

 
 

During deployment, all components of the Target PC are automatically recognized, and dynamically installed/configured with 

the items found in the database. The entire database being placed on the same Master, there is no need to create several 

images for different PCs. 

The BTO deployment process is universal and unattended! 

The same items are provided to the End User within SoftThinks Backup & Recovery system allowing a full restore of the PC in 

case of a crash. 
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SDS Deployment Environment 
The best environment to take advantage of the SDS Deployment system is to have the following. 

1. Line - Have a production line setup to allow for several PCs to be connected. 

2. Server ð Server running Windows Server 2008R2/2012 with the SDS software installed. 

a. Please refer to the section on server configuration recommendations for the optimal server configuration.  

3. Ethernet Switch - 24 port Gigabit switch with non -blocking throughput 24 port switch should have a 48 GB backplane 

to allow 2 GB per port. 

4. Network Cabling - Cat6 Cabling run from the Gigabit switch to each bay on the line. 

a. Cables run to the location for the SDS Server for each of the network ports on the server. 

b. Cat6 cabling is currently the best Gigabit Ethernet Cabled connections for electromagnetically noisy 

manufacturing environments. 

5. Power - The line should have enough power to support the number of units to be processed, the server and the 

Gigabit Ethernet switches. 

6. Systems - Have 2-5 systems loaded with the factory images on those systems. 

7. SDS Console System ð Can be run from the server desktop for the evaluation. 

8. Technicians ð 1-2 technicians to train on the SDS process. 

a. Technicians should be familiar with the current process that is being used at your location. 

 

 

SDS Line discussion and diagrams 

The next step in the process is to use a second line to deploy the software to your systems.  

Using a second line for software deployment will increase your throughput.  

Here below is a diagram for an entry level SDS manufacturing refurbishment line. 

1. Systems are lined up side by side on the line and run through the process. 

2. If any systems fail during this part of the process, they are sent to a hardware repair area removing them from the 

valuable software deployment bay. 

a. Once the item is repaired it is returned to the line to be run through the process again until it passes and 

can be shipped. 

 

 
Live portable line for an example 

 
Proven concept for more units at once in a smaller footprint.  

Suggest U shape for work area 
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Adding a NAS to the solution allows you to increase throughput by dividing up the work. Server delivers the DHCP addresses 

the WinPE boot image and the NAS delivers the software being deployed to the systems. Below you will find multiple 

examples of configuration that can be utilized for maximum throughput during the deployment process : 

SDS single server 

Bay1 Bay4Bay2 Bay5Bay3

SDS Server

4Gb
Gigabit Ethernet Switch

 

SDS single server with NAS 

Bay1 Bay4Bay2 Bay5Bay3

SDS Server

4Gb
Gigabit Ethernet Switch

NAS Server

4Gb

 

 

SDS Multiples Servers with NAS 

The following illustrations show how multiple servers can be added to the NAS solution. Depending on network setup, a new server can 

simply be added to the current layout and utilize the same benefits of single storage area, and allowing for server redundancy. 

 

1Gb

Bay1 Bay4Bay2 Bay5Bay3

SDS Server

4Gb
Gigabit Ethernet Switch

NAS Server

4Gb

SDS Server

4Gb

4Gb

1Gb

 

1Gb

Bay1 Bay4Bay2 Bay5Bay3

10Gb

Gigabit Ethernet Switch

NAS Server SDS Server

1Gb

SDS Server

10Gb

10Gb

10Gb

 
  

Recommended configurations based upon the number of systems to manufacture per month or day, these can be scaled 

based on volume and network design: 

Item  Solution 1  Solution 2  

# of devices 4000/month or 200/day  8,000/month or 400/day  

Servers 1 x Server from the òserver configuration for SDSó (C.1) 1 x Server from the òserver configuration for SDSó (C.1), 

additional NIC ports for the server is recommended. 

NAS 1 x Server from the òserver configuration for SDSó (C.1) 2 x Server from the òserver configuration for SDSó (C.1) 

Network Switch  1 x network switch with 24 client ports &  4 server ports 2 x network switches with 24 client ports &  4 server 

ports 

Deployment Time  1 hour deployment * depends on below consideration  1 hour deployment * depends on below consideration  

Deployment Time 

Considerations  

Target Machine performance (ex: mini vs. i7 core) 

Preferred diagnostics configuration (cycles) 

Size of image (20GB OEM Factory image on average) 

Target Machine performance (ex: mini vs. i7 core) 

Preferred diagnostics configuration (cycles) 

Size of image (20GB OEM Factory image on average) 

Solution Capacity  1h/system x 24 systems at a time = 192 systems /day 1h/system x 48 systems at a time = 384 systems / day 

Number of systems will vary depending upon average system load time. 

Most systems deploy in under 1 hour.  Average deployment times on Win 10 PC is 45 minutes per unit.  Average 

download time from deployment server is 10 minute per system.  The download speed can be faster if you are 

using 10Gb or faster backbone and the 1Gb switches are not chained. 

Does not include DOD wiping time. Wiping time can vary depending on drive type, drive size and computer 
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performances (from 30 seconds for a PCIe Nvme 256GB to 3h for a 500G SATA drive with Celeron processor) 
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Installation & Configuration 
 

SDS Server Hardware Minimum / Recommended Requirements 

V CPU: Intel Xeon E3 or Core i5 min / 4x 2GHz with 2MB L2 Cache or greater (8-16 Cores) recommended 

V RAM: 8GB min / 64GB recommended 

V Storage: 1 disk for the OS (ideally a 128GB or more SSD) and 1 disk for the database (ideally 2xHDD in RAID) min / 3 

to 6 - 7.2K RPM SATA 6Gbps 3.5ó HotPlug Enterprise Hard Drives or Higher configured in RAID 5 or 10 (SAS RAID 

Controller Internal with Battery w / 256MB cache) recommended 

V Network: 2 gigabit network cards (2*1Gb/s for smaller operations.  10-20Gb/s for improve transfer speeds of images 

across large volume networks for larger operations or operations maximizing speed with less hookups) 

We can adjust this configuration to scale for the number of systems to be processed at the same time. 

 

SDS Server Software Prerequisites 

V Windows Server 2019 or higher (US or FR native with language pack if needed)  

V Active Directory domain services and DNS Server DNS installed and configured  

V DHCP Server DHCP installed and configured with the DHCP lease time set to 1h or 2h 

V Windows Deployment Services (WDS) installed and configured  

V WDS remote installation folder shared with Full Control for Everyone and labelled òRemoteInstalló 

V Latest Windows Assessment Deployment Kit (Windows ADK) installed (download from  

https://developer.microsoft.com/en -us/windows/hardware/windows -assessment-deployment -kit) 

V SQL server configured on the server where you want to store usage statistics (not required if you want to use SDS 

Dashboard) 

 

Please refer to How to configure Windows Server to configure your server step-by-step in order to match the prerequisites 

above. 

  

Note:  It is technically possible, but not recommended, to install  SDS on a non-Server Edition of Windows but with the 

following limitatio ns: 

¶ No PXE boot  (but you can boot from a bootable USB key plugged on an Ethernet + USB ăĄ USB adaptor) 

¶ No native DHCP (See How to configure DHCP on a non-server edition of Windows) 

 

 

SDS Console Requirements (optional) 

By default, SDS Console is installed on SDS Server, but you have the possibility to install it on another system which has access 

to SDS Server. 

V CPU: 3GHz CPU with 2LB L2 cache 

V RAM: 8GB min 

V Storage: 250GB 7200 RPM Drive with 32MB Cache ð recommended for performance and have room to export and 

import images 

V Video card: Standard Video Card with at least 1024x768 resolution support - 256MB RAM 

V Monitor: 24ó monitor or larger recommended for production to allow better viewing systems remotely using the 

console. 

https://developer.microsoft.com/en-us/windows/hardware/windows-assessment-deployment-kit
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V OS: Windows 10 64Bit with Anti-Virus Software loaded 
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SDS Installation 

Once you have ensured that all the hardware and software prerequisites are matched, you can launch the SDS installer 

(setup.exe in the installation folder) and follow the on-screen steps. 

 

At the end of the process, the SDS configuration wizard will be automatically launched. 

 

 

 

 

 

SDS Configuration and activation 
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License 
Enter the activation code which has been provided to you. If you donõt have it, please click on the button òCopy toêó and 

send the file generated to your commercial contact : 

 

Once the activation code is successfully verified, a message box will indicate you that your product has been activated, as well 

as the license type, the days remaining, the deployments remaining, and the maximum number of simultaneous connections 

allowed: 
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Database 
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SQL Configuration  
Type the IP address of the server where you want to store the usage statistics (195.154.172.237 if you want to use SDS 

Dashboard), the username and password, and the database associated: 

 
 

You can generate reports systematically, only in case of successful process or never. To learn more about all report  types you 

can build, please see the dedicated chapter Reporting. 
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Parameters 
The wizard is now searching for boot images: 
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Enter the server credentials, verify the network path to your SDKDB folder, and chose your language:  

 
Click on òApplyó to configure the boot images and then click on òNextò. 
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After the installation is completed, the SDKDB Folder will be present in the D:\RemoteInstall Folder. The folders inside the 

SDKDB Folder and their purpose are listed below: 

 
 

 

You will find on your desktop a shortcut to the SDS administration console named « SDS Console »: 

 
 

The SDS Console can also be installed on another PC through its standalone installer. 

 

You will also notice a new icon  in the systray area of the server taskbar which allow you to interact with a service called 

òSelectoró (òSelectorSRVó or òSelectorSRV_X64ó in the services list) which manages the license and the SDS SQL Database. 

Please see the dedicated chapter Interacting with Selector service on SDS Server to get more details.  

 

Before processing any device, please ensure that SDS can join the SDS SQL DB. If itõs not the case, you will see a warning 

overly on the systray icon: . When you see this overlay icon, DO NOT restart/shutdown the server, or stop the service. 

We put in place a buffer in memory to manage short disconnections that we flush as soon as the connection is restored but if 

you restart/shutdow n the server, all the operations made while the connection to the SQL Database was broken will be lost. 

 

The SDS server is now ready to have any device boot ed to it. 
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Booting a device into SDS environment 
Windows / Linux Devices 

The first step in the process for using SoftThinks Deployment Suite will be to PXE boot a unit (Laptop, Desktop or Server) to 

the SoftThinks Server. In order to do this, you will have to go to the unitõs BIOS or Startup Menu and set or select Network 

Interface or NIC as the boot option.  

You can also use a bootable USB stick as an alternative to PXE booting (See How to boot from Bootable USB Flash Drive with 

USB Ethernet adapter). 
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macOS Devices 

macOS devices can be booted only though a UEFI SDS USB Boot Stick. 

 

macOS devices without T2 chipset or with T2 disabled 

This will require a PC based USB Ethernet adapter (Not Apple) and an PXE_SDSC USB Drive.  Please ensure that your 
USB Ethernet adapter is compatible with Apple devices (with REALTEK chipset for example). 

 
1. When powering on the Apple without T2 or T2 disabled, press and hold the Command + R and the Apple boot menu 

will show:   

 
 

2. Select EFI and it should load to the SDS Menu.  If you are using an inexpensive USB ethernet adapter, sometimes 
ǘƘŜǎŜ ŘƻƴΩǘ ƘŀǾŜ ƴŀtive driver support in WinPE and will not work.  You may get an error like the one below if the 
ŀŘŀǇǘŜǊ ŘƻŜǎƴΩǘ ƘŀǾŜ ŘǊƛǾŜǊ ǎǳǇǇƻǊǘ ŦƻǊ ²ƛƴt9Φ 

 
Figure 1 Unable to map network volume with ip 127.0.0.1 Error  
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macOS devices with T2 chipset only (for imaging purpose please see macOS Image Preparation) 

On macOS devices with T2 chipset, you could not boot from USB by default or boot from a  windows device. For this you will 

need to use MAC Recovery and change boot options. To achieve this, you will need the administrator account from the OS 

version installed.  Without it, user configuration is impossible to change those settings. 

 

1. You have to boot in MAC Recovery with the appropriate macOS recovery: 
 

¶ MacOS Recovery 
Turn on your Mac and immediately press and hold these two keys: Command-R 

 

¶ MacOS Recovery over Internet 
Turn on your Mac and immediately press and hold one of the combinations 
Á Option-Command-R 
Á Shift-Option-Command-R 

 
2. Once in recovery open a terminal: 

 
 

3. Insert EUFI version of the SDS USB Boot Stick (PXE_SDSC) plugged in the USB port that also has the folder and files 
from the MACOS SUPPORT\T2 folder on your server.    
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4. Get the first internal disk with EFI partition with DISKUTIL LIST  command: 

DISKTUTIL LIST  
/dev/disk0 (disk image):  
   #:                       TYPE NAME                  SIZE         IDENTIFIER  
   0:      GUID_partition_scheme                      +2.1 GB       disk0  
   1:                  Apple_HFS macOS Base System     2.0 GB       disk0s1  
 
/dev/disk1 (internal, physical):  
   #:                     TYPE NAME                    SIZE         IDENTIFIER  
   0:    GUID_partition_scheme                        *500.3 GB     disk1  
   1:                      EFI EFI                     314.6 MB     disk1s1  
   2:               Apple_APFS Container disk 2        500.0 GB     disk1s2  
 
/dev/disk2 (synthesized):  
   #:                     TYPE NAME                    SIZE         IDENTIFIER  
   0:    APFS_partition_scheme -                       +500.0 GB     disk2  
          Physical Store disk1s2  
   1:              APFS_Volume  Macintosh HD -  Data     3.6 GB       disk2s1  
   2:              APFS_Volume Macintosh HD -  Data     737.3 KB     disk2s2  
   3:              APFS_Volume Preboot                 79.4 MB      disk2s3  
   4:              APFS_Volume Recovery                528 .9 MB     disk2s4  
   5:              APFS_Volume VM                      1.1 GB       disk2s5  
   6:              APFS_Volume Macintosh HD            11.1 GB      disk2s6  
 

 

5. Move to the USB drive with the following command:  

CD /Volumes/PXE_SDSC 

 
6. wǳƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ŀƴŘ ǎǳōǎǘƛǘǳǘŜ ǘƘŜ ά5ƛǎƪлέ ǿƛǘƘ ǘƘŜ Řƛǎƪ ȅƻǳ ƛŘŜƴǘƛŦƛŜŘ ƛƴ ǎǘŜǇ н ŀōƻǾŜΥ  

./  SDST2 - W1 - I disk0 - E 
--  macOS SDS tool 1.2n SoftThinks 2022 --  
--  Setup SoftThinks SDS Boot --  
 Install external boot  
 SDS Disk signature: d1187547  
 Install boot files  
 SoftThinks PXE device associated to this computer reboot and choose proper 
device.  
 Install done  

 

7. Then remove USB device and reboot.  The unit will start automatically to SDS.  Now you can run all functions of SDS 
except image capture.  If you need to capture an image from a MAC, please refer to macOS Image Preparation. 
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SDS Welcome Screen 

Once the unit has booted you will see the SDS Welcome screen. This screen can be fully customized (See How to customize 

welcome menu). 

 

Typical refurbishing Welcome Screen:

 
 

Note: This is just one of an almost unlimited number of configurations that are possible with the software. The Welcome Page 

can be modified to fit your specifications exactly to make it as easy as possible for your technicians. 

 

 

 

From this Welcome Screen you can choose from: Audit/Diagnostics, Imaging, Repair, and Wipe Only 

¶ Audit/Diagnostics:  

This selection brings you to a menu where you can select from: Audit Only, Audit with Diagnostics, and Audit with 

Diagnostics W/O HDD. 

 

¶ Imaging:  

This selection brings you to a menu where you can select from: Create, Deploy/Wipe/Diagnostics, and Deploy Only 
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¶ Create: 

This will take you Image Capture page and allow you to capture either a Windows Generic or a model specific 

 Static Image for Windows or MAC. 

¶ Deploy/Wipe/Diagnostics : 

This selection will take you through a series of screens to make your choices for deploying an image to a 

computer and do the diagnostics and hard drive wiping along with it.  

¶ Deploy On ly: 

This selection will take you through a series of screens to make your choices for deploying an image only. 

 

¶ Repair: 

This selection brings you to a menu where you can select from: Auto-Repair, Smart Repair, Hardware Check and OS 

Tools. 

¶ Auto -Repair: 

Will attempt to fix boot issues of a computer, if that fails it will prompt you to back  up the userõs data, reimage 

the computer, and then restore the userõs data. 

¶ Smart Repair:  

Will attempt to fix the boot issues of a computer.  

¶ Hardware Check : 

Gives you the options to check various systems of the computer. 

¶ OS Tools: 

This selection brings you to a menu where you can select from: Un-delete, Create Migration and data backup, and 

Apply Migration and data backup.  

o Undelete : 

Allows you to restore a previously deleted file or folder.  

o Create Migration and data backup : 

Will allow you to create a backup of a userõs files and settings 

o Apply Migration and data backup : 

Will restore a previously created backup to a userõs computer. 

¶ Wipe Only:  

This selection brings you to a menu where you can select from: Wipe ð 1 Pass, Wipe ð 1 Pass with Diagnostics, Wipe ð 

3 Pass, Wipe 3 ð Pass with Diagnostics. 

o Wipe ð 1 Pass:  

Allows you perform SoftThinks Adisa Certified Basic 0 Wipe on any hard drive found in a computer, server, or 

wipe-array. 

o Wipe ð 1 Pass with Diagnostics:  

Allows you perform SoftThinks Adisa Certified Basic 0 Wipe on any hard drive found in a computer, server, or 

wipe-array, and do the diagnostics of the hard drive(s) and the hardware of the computer that it is in.  

o Wipe ð 3 Pass: 

Allows you to perform the U.S. Standard, DoD 5220.22-M 3-Pass Wipe on any hard drive found in a 

computer, server, or wipe-array. 

o Wipe ð 3 Pass with Diagnostics:  

Allows you to perform the U.S. Standard, DoD 5220.22-M 3-Pass Wipe on any hard drive found in a computer, 

server, or wipe-array, do the diagnostics of the hard drive(s) and the hardware of the computer that it is in.  
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Preparing an image 
Static Windows Image preparation (Factory Image) 

1. Reload a known good system completely via factory recovery discs, recovery partition, or new in the box ð power 

on/reboot and let the unpacking process proceed to Windows welcome / license screen (might defer depending on 

Windows version): 

 
 

2. While in this screen, press simultaneously SHFT+F10 and a command prompt will appear.  Go to the 

C:\Windows\Panther directory and check to see if there is a unattend.xml or an unattend folder.  If there is rename 

them to unattend_bak.xml and unattend_bak respectively.  Exit the command prompt after checking the panther 

folder.  At this point, s imultaneously press SHFT+CRTL+F3 (You may need to press the Fn key as well for the Function 

Keys depending on the system). The system will proceed to reboot into MS Windows Audit Mo de and System 

Preparation Tool (« Sysprep ») will appear on the desktop: 

 
 

If you receive an error message (below) when attempting to go to Audit mode, you will need to follow these steps  :   

a. Press the keys SHIFT+F10 to open a command prompt.    

b. Change the directory to C:\Windows\System32\Sysprep and run the sysprep.exe.   

c. Choose the option for Enter System Out-of-box Experience (OOBE).  

d. Leave the generalize box empty and select OK.  The system will reboot to the OOBE screen. You will need to 

complete OOBE at this point.   

e. Once you are in user mode, to the C:\Windows\System32\Sysprep directory again and run Sysprep.exe.   

f. Select òSystem Enter Audit Modeó and again leave the generalize box empty.   

g. Select OK and it should reboot into Audit mode at this point.   

h. Open Control Panel, User Accounts and delete the user you created during OOBE process.  Make sure to 

delete the user data as well.  

i. Now the system should stay in OOBE mode. 
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3. Close the sysprep Windows by using the òXó in the corner.  Open a command prompt and run the command òslmgr 

/upkó. The command will clear the current product key from the registry and inactivate Windows. Shutdown system 

from the start menu or from Settings/Power.  This will keep the system in Audit Mode.  

                

Note:  Do not use the SYSPREP tool.  

 
4. The image is ready to be captured.  Please follow the steps in the Image Capture Section. 
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Generic Windows Image preparation  

1. Reload a known good system completely via Windows install media. After installation is complete, it should be at the 

Windows License screen / OOBE welcome screen:  

 
 

 
2. Enter in Audit mode by simultaneously pressing CTRL+SHFT+F3 (you may need to press the Fn key as well for the 

Function Keys depending on the system). The system will proceed to reboot into MS Windows Audit Mo de and the 

System Preparation Tool (« Sysprep ») will appear on the desktop: 

 

3. At this point, you can install Windows Updates or any other applications you want added to the image.   For Windows 

7, you can use Windows updates to update the operating system. For Windows 8 and 10, you would have to use 

PowerShell to update the operating system. 

Note : Only install applications that should b e a part of the base image, and so pushed to every device deployed with 

this image (ex: Microsoft Office, Anti -virus programs, etcê). Applications that would need to be installed as part of a 

special order can be deployed during the deployment process. 
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4. Since the OS has been updated and the necessary applications are installed, the system is ready to have Master Hard 

Disk Creator (SoftThinks provided software for Generic Image preparation) installed.  Follow the prompts to install 

and run it to begin the process.  At the end, the system will be shut down: 
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Note:  You have to provide your own unattend.xml to fully configure your image (by default, all localization parameters 

are set to EN-US). 

5. The image is now ready to be captured, please follow the steps in the image capture section . 
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Static Windows Image built from a Generic preparation  

1. Deploy the required Windows Image to a known good system. During the deployment process, install SoftThinks 

Backup and Recovery  (SoftThinks provided Recovery Solution software) if needed.   The Image should be configured 

exactly how you would want it deplo yed for the final version. 

2. Once the image has been deployed to the system, verify that everything is installed as requested and that drivers 

have been installed.  Also verify that the recovery is working as expected. 

3. Once everything has been verified, shut down the system using normal Windows functions.  Do not use the 

OEMReset that is showing in the right corner of the screen. 

4. The image is ready to be captured, please follow the steps in the image capture section. 
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macOS Image Preparation 

Setup Recovery over Internet  

Preliminary steps for macOS devices with T2 chipset only 

You need to boot in recovery mode to install the EUFI PXE SDS device to your disk without changing disk topology. 
This will instruct the mac to support booting from the specific USB Drive used in the steps below as a supported 
external boot device.  Once installed you use only this device, it will be dedicated to the macOS device where you 
install it. A USB device could be associated to several Apple computer. 

 

8. Insert EUFI version of the SDS USB Boot Stick (PXE_SDSC) plugged in the USB port that also has the folder and files 
from the MACOS SUPPORT\T2 folder on your server.    

9. Run DISKUTIL list to determine the first internal, physical disk with EFI partition.  The example below would be disk1 

 

10. Move to the USB drive with the following command:  

cd /Volumes/PXE_SDSC 
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11. wǳƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ŀƴŘ ǎǳōǎǘƛǘǳǘŜ ǘƘŜ ά5ƛǎƪлέ ǿƛǘƘ ǘƘŜ Řƛǎƪ ȅƻǳ ƛŘŜƴǘƛŦƛŜŘ ƛƴ ǎǘŜǇ н ŀōƻǾŜΥ  

./  SDST2 - W1 - I disk0 - E 
 
This will install our solution into EFI boot partition from disk0 and use External method.   

 
  

12. Once installed, reboot the computer, leaving the USB disk device connected.  

13. When you hear the startup chime, follow the steps common to all x86 devices below 
 



 

SDS 23.0 

User guide 

 

 

                
 

© Copyright SoftThinksË. The contents of this document are confidential and can not be used,      Page 44/409 

reproduced or diffused without prior written authorization from SoftThinksË. 

Steps common to all x86 macOS devices (with or without T2 chipset) 

1. Boot the Mac in recovery mode: Press Option -Command-R or Shift-Option -Command-R, or press the option to 

display boot menu. Sometimes the internet recovery is displayed natively, depending on the BIOS. 

2. Choose a Wi-Fi hotspot or plug in a network cable to initiate t he recovery: 

 
 

3. It will immediately start to download the recovery program: 
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4. Let the recovery process finalize. You should get this screen: 
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Partition the macOS system disk  
5. Launch the Terminal from the òUtilities ó menu: 

 

6. Plug a SDS PXE USB boot drive with EFI support made from the SDS console, with a copy of the partitionDisk.sh script 

and the resize script & app copied directly to the drive main directory . partitionDisk.sh is the script file you will use to 

format the drive to prepare for image capture. The resize script and app will later be installed to expand the 

partition(s) for after deployment.   

partitionDisk.sh

 
7. Navigate to t he SDS PXE boot drive plugged (PCE_SDSC USB DRIVE): 

cd / Volumes/ PXE_SDSC/ 
 

8. Execute the partitioning script to setup the system disk size (we recommend setting the size to 32GB for the sole 
purpose of using the minimum size needed to load MacOS and in turn reduce the time it takes to deploy the image), 

depending on the drive type:  

¶ For a [APFS] single disk  

./par titionDisk.sh - single [apfs]  32 "Mac OS X" 1  

¶ For a [APFS] Fusion drive (each disk will be setup with 32GB, so the logical container will be 64GB, but it does not 

matter since the 2 disks will be captured) 

./partitionDisk.sh - fusion [apfs]  32 "Mac OS X" 2  
 

 
Note:  You can create two images on a Mac with Fusion Drive:  

1. One with the fusion drive (2 disks) to deploy on Macs with Fusion Drive 

2. One with only the first disk (SSD) to deploy on Macs without Fusion Drive  
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9. The partitionDisk.sh script will create the volume for you: 
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Install macOS  
10. Select the option to reinstall: 

 

11.  Select the volume previously created: 
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12. After several minutes or hours, depending on your connection speed (about 5GB to download), the computer will 

stop at the screen below. This is the setup assistant.   DO NOT CONTINUE this assistant at this point but rather shut 

down the MAC or you will need to redo this process in its entirety from beginning.  
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Resize macOS partition  
13. To complete the master creation, we need to install the resizing app & script. So, reboot to recovery (Option -

Command-R or Shift-Option -Command-R or for option key at start dependi ng on the Mac bios) and open a Terminal: 

 

 
14. Execute the install.sh script from the òResizeó folder you had previously extracted from the archive below to you r SDS 

PXE boot key: 

Resize.zip
 

cd / Volumes/ PXE_SDSC/RESIZE/  
./ I nstall.sh  

15. The script will copy the Automator com.softthinks.resize.app onto the  Mac OS System Volume and install the service 

com.softthinks.resize.plist, which will be started automatically after the first setup assistant to resize the drive, when 

the image is first booted.  

 
 

16. Now switch off the Mac, t he image preparation is done. 
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Linux Image Preparation 

We recommend you to wipe completely your disk before installing Linux . 

 

SDS 18.0 has been validated with the following Linux  distribution s (default disk layout and filesystem): 

¶ Ubuntu 16.04.4 LTS (x64) 

¶ Mint 18.2 Sonya (x64) 
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Capturing an image 
Windows Image 

1. PXE boot the computer to the SDS server (If needed, enable BIOS network boot option) or use bootable USB Flash 

drive with USB Ethernet adapter (See How to boot from Bootable USB Flash Drive with USB Ethernet adapter). 

2. From the Welcome screen, select òImagingó then on the next page select òCreate Imageó. 

3. In the menu screen, 

a. Select the òCreate new deployment imageó option   (the radio button will turn from g rey to white)  

b. Enter a description for  the image  (there is no naming convention required) . 

c. Check the option  òCapture all kinds of volumes even if it is a Softthinks Recovery Partitionó  to create a 

Stat ic Image  or uncheck it for a Generic Image  

d. Select your compression format  (WIM is the default format , and the only one possible for Generic 

Image )   

e. Set the split size  to òNo splitó (except if you want to put the image on opti cal media)  

f. Click on the Next button   
f 
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d 

c 

b 
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4. The image capture will proceed automatically (screens may differ): 

 

Note: If there is any failure, the process will stop. 
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5. The image created will be transferred to the server: 

 

Note: If there is any failure, the process will stop. 
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6. You will be notif ied that the process finished with no issues, and you can choose to reboot  or shutdown, or manually 

power down the device: 

 
 

7. After the Image Capture is completed, it will be added auto matically to the SDS Database and will be available to be 

deployed (See Adding images). 
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macOS Image 

1. You will first need to restart into SDS environment.  

a. Plug the UEFI SDS PXE boot key 

b. When you hear the startup chime, press and hold the Option key to access to OS Xõs Startup Manager 

c. Select your Windows PXE boot key.  

i. On macOS device with T2 chipset enabled, select Windows device since MAC T2 will block booting 

from the EFI devices 

 
 

ii. On macOS device without T2 chipset, or T2 disabled, select your Windows PXE boot key 
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2. From the Welcome screen, select òImagingó then on the next page select òCreate Imageó. 

 

3. The image is now being copied: 
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4. The image will be automatically added to the database, and you will get next screen: 
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In manual mode (when SDSImaging module is set to work manually ), you will get the additional screen below between steps 

2 and 3. On a Fusion Drive configuration, select both disks, if not select only the system disk as below: 
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And, still in manual mode, this one between step 3 and 4, once the copy is finished, where we suggest you to indicate the 

macOS version in the image description and to adjust other properties and information before clicking on the Next button:  
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Linux Image 

1. PXE boot the computer to the SDS server (If needed, enable BIOS network boot option) or use bootable USB Flash 

drive with USB Ethernet adapter (See How to boot from Bootable USB Flash Drive with USB Ethernet adapter). 

2. From the Welcome screen, select òImagingó then on the next page select òCreate Imageó. 

3. In the Menu screen, 

a. Select the òCreate new deployment imageó option (the radio button will turn from g rey to white) 

b. Enter the name of the image   (there is no naming convention required)  

c. Ensure that the option òCapture all kind of volumes even if it is a Softthinks Recovery Partitionó  is 

checked 

d. Select òRAWó compression format  (other formats are not compatible with Linux images)  

e. Set the Split size to òNo Splitó  

f. Click on the next button   
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4. The image is now being copied: 
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5. The image will be automatically added to the database, and you will get next screen: 
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Deploying an image 
Windows Image 

SDS solution give you the ability  to deploy the images you created either manually or automatically. This chapter will first 

describe you the manual process, but you can go directly to Automatic deployment  if you want more details on how to 

automate this process. 

 

1. Boot your Windows device to the server and select the Imaging option from the Welcome Page. 

2. If no ADF file is found you will proceed to the Profile, Preset screen:   

 

 

 



 

SDS 23.0 

User guide 

 

 

                
 

© Copyright SoftThinksË. The contents of this document are confidential and can not be used,      Page 66/409 

reproduced or diffused without prior written authorization from SoftThinksË. 

Manual Deployment  
3. If you want to deploy an image manually (or have not yet setup a Profile, Preset, or ADF file), click on the Skip button 

 in the òProfile, Presetó screen.  

4. You will be taken to the SDS Image Selection Page and there you will select the image to be applied to the hardware 

that is connected. You can select the image you want from the full list (filtered by Language and/or Operating 

System) or search by name: 
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5. If you have created a Smart Image for the computer model you are deploying then you can select it at this screen, or 

else click on Skip button: 
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6. Select the applications to be installed during the deployment  (choose them in the left list and click on ô>õ button to 

add them to the right list), or else click on Skip button: 
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7. Choose the recovery solution option:  

 

Note: For a Windows 10 image, there is no òRecovery Solution on additional partition (dedicated recovery partition)ó 

option.  Select òNo recovery solutionó (restore user partition only)ó for a Generic Image.  You can install the SoftThinks 

Backup and Recovery (SBAR) solution as an application (please contact your commercial contact).  For a Static image 

select òKeep original disk topologyó. 
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8. Configure the disk topology  (the default disk layout can be changed if required, otherwise nothing needs to be 

selected): 

 

Note: Additional User Partitions can be created by changing the Size (%) of UP1 to a smaller amount and then 

clicking the green « + » symbol on the right side of the Boot Disk line. The new partition will be created with the 

space that was made available. 
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9. Review the options that were selected for the deployment. After the countdown (15 seconds) or when you click on 

next button the deployment process will begin:  

 

If anything is incorrect you can hover over the Left Purple Arrow and thumbnails of all the screens will show up.  You 

can go back as far as you need to, but hurry as you only have 15 seconds to make your choice or it will advance to the 

next screen. 

If you wish to create a new preset with the choices you made, click the òCreate a Presetó button highlighted below. 

Please keep in mind the delay is only 15 seconds before the deployment starts automatically in order to click this 

button.  

10. Once the countdown is finished, the process will begin based on your script and the choice you made from the 

Welcome Page. 
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Automatic Deployment  
Automatic image deployments are what set SDS apart from other methods on the market.  Three types of the Automatic 

Deployments (Preset, Profile, and ADF) are available to be created depending on what is being deployed. Once an Automated 

File is selected, all of the choices that were made will be set for the computer and the screens will blink all the way through to 

the Summary page. 

 

Profile 

A Profile is linked to the hardware of a model of computer, but does not have a unique identifier in the name. Profiles 

are useful when you have multiple images of the same OS for the same model of computer (i.e. computers for schools 

or other organizations that have different images for different departments).  A profile needs to be selected from the 

Profile/Preset Page in order to run. 

To create a Profile, click on the òCreate a Profileó button and give it a name without spaces or symbols related to the 

image (note: the button is selected when it turns white) , and click on òOKó button to continue: 

 

Your profile has now been created and will be available to use on future deployments. 

 

Note:  You will get this error if you try to put a space between words in the name:  
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Preset 

A Preset is not linked to any hardware and does not have a Unique Identifier in the name.  It is used to deploy Generic 

Images to any model of computer with the same choices. A preset needs to be selected from the Profile/Preset Page 

in order to run.  

 

To create a Preset, click on the òCreate a Presetó button and give it a name without spaces o r symbols related to the 

image (note: the button is selected when it turns white) , and click on òOKó button to continue: 

 
 

Your profile has now been created and will be available to use on future deployments. 

 

Note: You will get this error if you try to put a space between 

words in the name 
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ADF (Automated Deployment File) 

An ADF is linked to the hardware of a model of computer, and uses a unique identifier in the name. An ADF does not 

need to be selected to run.  If the hardware of a computer matches the hardware of the ADF and the Unique Identifier 

also matches, then the system will automatically run the ADF as soon as Deploy or any variation of Deploy is selected. 

ADF are useful if you only have one image for an Operating System for a specific model of computer. 

 

To create an ADF, click on the Create an ADF button. In most cases the name for the ADF will be the Motherboard 

Part Number (sometimes the computer model number will have to be used.)  

To get the Motherboard Part Number, click the Log button near the bottom of the screen and the Log file for the 

deployment of that computer will open up from the RAM of the computer:  
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The Motherboard Part number (if listed in the BIOS of the computer) will be in the hardware list of the computer in 

the top section of the log file.  Highlight it and Copy the Name.  Then close the log and paste the name into the 

Profile/Preset name box: 

 
 

 

Your ADF has now been created and will be available to use on future deployments. 
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If the current device doesnõt match an existing ADF file, select a Profile / Preset (See Definitions, Acronyms and 

Abbreviations used in this user guide) to deploy automatically . You can search for specific profile/preset/ADF 

name  and filter them by type , and if one is matching your need in the list  (òHPPROBOK5330ó in our 

example), select it (you will notice on the right panel the OS being deployed ) and click on Next button:  
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macOS Image 

Once an image is added to the SDS database, it will be possible to apply it to any Mac, usually the same Model that you 

captured the image from.  However, some other models could use the same image. 

A Mac can be identified in BIOS with a hardware ID. 

For example, in red. 

CPU:Intel(R) Core(TM) i5-4308U CPU @ 2.80GHz 

  MOTHERBOARD:Apple Inc. - Mac-35C5E08120C7EEAF - Macmini7,1  

  BIOS VERSION/DATE:MM71.88Z.0220.B14.1702161608 - 02/16/2017 

  RAM DETECTED:8192 MB (BANK 0(0/DDR3/1600) - BANK 1(0/DDR3/1600)) 

  MANUFACTURER:Apple Inc. 

  PRODUCT:Macmini7,1 (System SKU#) 

  VERSION:1.0 

  SERIAL:C0KT800UGF1T 

  NIC SPEED/NAME:100 Mbps - Broadcom NetXtreme Gigabit Ethernet Driver, V=17.2 

  GRAPHIC RES:1024 x 768 (32 bits - 96 DPI) | (1) - Haswell-ULT Integrated Graphics Controller 

  SOUND CARD:(2) - Haswell-ULT HD Audio Controller+8 Series HD Audio Controller 

  OPTIC DRIVE: 

  FIXED DISK:APPLE SSD SM0128F - 113.00 GB ( - GPT) 

       APPLE HDD ST1000LM024 - 931.51 GB ( - GPT) 

 

If you look closer at the recovery in the RIS folder of the image you will find 2 *.plist files which identify the Mac OS version 

and the platforms supported by the OS version: 

 
 

 

 

 

You can check this file to see what other Mac plaforms can use this same image. Some Mac mini could have different 

hardware but this image could probably support other Mac. You have to check in those files. 

If you have an old MacBook Pro 10.8.5  like this one: ôApple Inc. ð MacBook Pro 9.2 (Mac-6F01561E16C75D06)õ you will notice 

that the image captured is supporting my Mac Book Pro so you can download it directly without update through ITunes.  

 

Since we are using a Bootcamp driver to mount HFS+ partition only reading is possible. 

To download a Mac OS image in SDS you will need an adapted script. Since volumes are read-only no modules are able to 

add anything to the image deployed under WinPE environment.  

 

PlatformSupport.plist
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Adapt your SDS script. It is identical for the capture, only the download was adjusted as follow: 
<! --  if mac, only restore ... -- > 
 <SETVAR MACOS="%OS%"></SETVAR>    Ą DETECTING IF WE HAD SELECTED A MACOS IMAGE 
 <IF MACOS="20"> 
  <Module Id="115" ConfigFile="" Param1="1 " Param2="6" FullScrn="0"></Module>  
  <SEND_LOGS></SEND_LOGS> 
  <SETVAR RESTORE="RESULT"></SETVAR> 
        
  <IF CREATE="0" OP="&" RESTORE="1"> 
   <Module Id="119" ConfigFile="" Param1="0x1" Param2="0" FullScrn="0"></Module>  
  </IF>  
  <ELSE> 
   <SEND_LOGS Source="X: \ windows\ system32 \ *.log" Destination="R: \ " ></SEND_LOGS> 
   <Module Id="119" ConfigFile="" Param1="0x2" Param2="0" FullScrn="0"></Module>  
  </ELSE> 
 </IF>  

 

script.xml
 

1. Boot your device to the SDS Server and select the  image deployment option  

 

2. Select the image: 
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3. Select the method to download the image, usually it is automatic but here we are in a manual process: 

 
 



 

SDS 23.0 

User guide 

 

 

                
 

© Copyright SoftThinksË. The contents of this document are confidential and can not be used,      Page 80/409 

reproduced or diffused without prior written authorization from SoftThinksË. 

4. Configure the disk top ology: 
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5. Review the summary before the deployment begins.  You will have 15 seconds: 
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6. Partition creation: 
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7. Image restoration: 
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8. Process completed. You can now reboot the Mac to the setup assistant: 
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9. On first boot, once the user has setup his account, the setup assistant will be executed and the System Volume will be 

extended to its maximum size available. A file ResultResize.txt will be created in Library folder of the current user 

(~/Library). It contains the output generated by Shell Script in the automator. It will look like those 2 pictures:  

 
 

 
You can see that our image of 32GB by disk is expanded to the whole disk capacity of 1.1TB. 
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Linux image 

1. Boot your device to the SDS Server  

2. Select the image deployment option   (òWipe hard disk and deployó in our example) and click Next: 

 
 

2 
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3. Select the Linux image and click Next: 

 
 

3 
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4. Choose òKeep original disk topologyó option and click Next: 

 
  

4 
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5. You image is now being deployed: 
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Auditing and/or Diagnosing a Windows or 

macOS device 
1. Click the Audit/Diagnostics button as seen on the image below  : 
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2. From there you will see the following menu: 
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3. Clicking on the Audit Only button will take you to the Deployment Finished screen as the Audit is actually completed 

when the computer PXE boots to the Server and the information is sent automatically to the database:  
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4. You do not need a Hard Drive in the computer to run the SDS software on it. You can diagnose a computer with or 

without a Hard Drive.  Clicking on Audit With Diagnostics will run the testing for computers with a Hard Drive.  
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5. The first test will be a SMART test for the Hard Drive if the SMART Technology is present in the Hard Drive. If SMART 

Technology is not available on the Hard Drive, it will perform a random 5% Read/Write sampling of the Drive. 

 

6. Once the SMART testing is completed, then the BurnInTest will start.  These tests will run simultaneously and 

independent ly from the technician. This can be modified to test any component that is not driver related (CPU, RAM, 

Hard Drive, Battery, Temp, 2D Graphics, Keyboard, etc.), and will run for as long as you want with as much stress as 

you want to put on it.  
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7. Tests not shown above that can be run before the simultaneous testing begins include the Eizo Monitor test : 

 

 
 

To perform this test, select the play arrow in the lower right corner. This will start a series of display tests such as color 

display and dead pixel identification, and etc. 

On the final screen below you will select the òcloseó button highlighted below to move to the next set of testing. 
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8. And the Keyboard Test. This test verifies the functionality of the unitõs keyboard and will appear as the image below: 

 
 

For this test you will click the touchpad buttons and press all keyboard keys and watch the screen for a response to 

the corresponding keystroke. You will also be able to see the keystroke in the area of the test circled in the next 

image. This image is an example of a passed keyboard. Notice that not all keys are highlighted in Green. This is 

because the keyboard test uses a generic layout and not all keyboards have the same functionality. 

 
 

Once the Keyboard test has been completed select EXIT in the lower right corner on the screen. This will bring up the 

following: Select Yes-Pass Keyboard or No-Fail Keyboard to continue. 
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9. After the testing is completed, if a test fails you will see a screen similar to the one below: The one below is for a 

Battery that failed for not being able to charge past 75% of its battery threshold.  

At this point the system will not continue. You will  have to shut down the unit manually after you review the 

information displayed.  
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10. If the unit passes all tests the following screen will be displayed: 
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11. The computer will then automatically go to the Deployment Finished Screen: 

 
 

 You can then choose to Reboot or Shutdown the computer at this point.  
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Wiping a device 
SDS can wipe any HDD and SSD (or removable drives as memory cards if needed), even with MS Bitlocker, and HPA/DCO 

technologies* (if your target disk already has an HPA / DCO installed, we can deactivate / remove HPA and remove DCO 

before a wipe operation ). 

All cards compatible with CSMI protocol (Common Storage Management Interface) are supported. LSI HBA SAS/SATA cards 

flashed to IT firmware are also supported through LSI utility SASxIRCU.exe, which is working under WINPE 10.240. 

Some cards not compatible with CSMI could work if a dump tool exist as third party to list disk SAS address. 

SDS wiping process is certified by ADISA: 

 
 

SDS supports the 19 most popular w iping protocols: 

0 -  Basic 0 

1 -  Basic random character 

2 -  U.S. Standard, DoD 5220.22-M 

3 -  U.S. Standard, DoD 5220.22-M (e) 

4 -  U.S. Standard, DoD 5220.22-M (ECE) 

5 -  US Army AR380-19 

6 -  Peter Gutmann  

7 -  Bruce Schneier 

8 -  German VSITR 

9 -  Russian GOST P50739-95 

10 -  NAVSO P-5239-26 (RLL) 

11 -  NAVSO P-5239-26 (MFM) 

12 -  Canadian RCMP TSSIT OPS-II 

13 -  US Air Force 5020 

14 -  U.S. Standard, DoE M205.1-2 

15-  Delete Partitions  

16 -    Normal Secure Erase (NIST 800-88)  

17 -  Enhanced Secure Erase (NIST 800-88) 

18 -     Sanitize (NIST 800-88) 

 

 

 

 

* HPA (Host Protected Area) and DCO (Device configuration overlay) designate a hidden area on many of todayõs hard disk 

drives. 

Some Standard Basic wipe algorithms like DOD include verification during the wipe process. 

 

Certified 

https://en.wikipedia.org/wiki/Hard_disk_drive
https://en.wikipedia.org/wiki/Hard_disk_drive









































































































































































































































































































































































































































































































































































































































