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Welcome to the SDS Kiosk19.0 User Guide!

SDS Kioskis a unified and multiplatform ( Windows, mac OS, Linux,iOS, Android, BlackBerry solution for hardware and
software diagnostic, system setup, system optimization, system repair, data backup, data recovery, data transfer, data
undelete, data sanitize / secure wipe, image and application deployment, refurbishing and trade-in. This product is dedicated
to the stores and is part of our global omni -channel offer (with our Warehouse / Repair Center solution and our on -device
solution).

WARNING : This product being scalable and customizable, some features described in this document may not be
available in your version of the product and the screenshots may not match exactly. Inversely, some specificiti es or
customizations of your product version may not be described in this document.

For SDS Kiosk2.x users this update mainly brings the following changes:

New PCHardWare tests totally redesigned with graphical and textual step by step instructions

Updated the PC connection tutorial to be clearer and usable with less clics

Added new tutorial based on symptoms to guide users without technical skils

Inserted introduction screen for all PCautomatic flows explaining the different steps and their duration

Custom labels printing (for PCTrade-In purpose as example)

Updated BurninTest engine to version 9.0 for PC Hardware Diagnostics

Updated boot images based on Windows 10 May 2019 Update (19H1)to support most recent PChardware
Integrated new wipe algorithms dedicated to SSDs which preserve their lifetime and are quite instantaneous(PC)

© ©® N o gk

Updated mobiles tutorials to match iOS / Android versions and manufacturer customizations

[N
o

. Added Smart Sugestions after Mobiles Diagnsotics

-
=

. Improved Mobiles Data Transfer performances

=
N

. Added a button to display the release notes

=
w

. Added a button to display contectual informat ions usually displayed when moving the mouse over icon for kiosks
with touch screen monitors and no mouse

14. Removed useless ¥ screen displayed when launchingthe Kiosk application
15. Clarified some error messages providing the user some hints to fix the issue

Beyond the benefits of the SDS Kiosk product itself, you may right now have access to a web portal entirely configurable
where all actions done on the kiosks are centralized and available, with capability to easily extract statistics (seeSDS
Dashboard 6 User Guide).

If you have a USB key created for booting PCs with a previous product version, you need to update it by plugging it on the
console (see the appendix Update of the boot USB key).
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Har dware & Software P

V CPU: Intel Celeron Dual Core processor

V  RAM: 4GB min

V Storage: 120GB HDD (40GB for the system and application, 70GB for smartphones and tablets ROMsnd more
for PC images

V 1 gigabit network port

V  HDMI port

V At least 3 USB ports (1 for the mobile hub and 2 for keyboard & mouse)

V. Wi-Fi

V  Windows 10 or Windows Server (Latest version recommended or at least Windows Server 2012 R2)

V  Active Directory domain services and DNS Server DNS installed et configured (fo Windows Server only)

V DHCP Server DHCP installed et configured (CtHow to configure DHCP on a non server edition of Windows

for Windows 10)
V  Windows Deployment Services (WDS) installed et configured (for Windows Serveronly)
V WDS remote installation folder shared with Ful/l Contr ol
V Latest Windows Assessment Deployment Kit (Windows ADK) installed (to download from
https://developer.microsoft.com/en -us/windows/hardware/windows -assessmentdeployment-Kkit)
V  SQL server configured on the server where you want to store usage statistics (not rguired if you want to use SDS
Dashboard)

Note: Please note that there is no PXE boot with a non-server edition of Windows but you can boot from a bootable USB
key plugged on an Ethernet + USBa A USB adaptor.
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|l ntroducti on

When started, the software displays the screen below where you are prompted to select the device you want to manage. It
can be:

- A desktop PC, laptop or tablet under Windows (excluding Windows RT) macOS or Linux
- A smartphone or a tablet under Android, iOS, Windows Phone Windows RT,Blackberry
- A USB key or an external USB drive

- Any other device or peripherals just for inventoring purpose

. . . Tutorial based on symptoms
Diagnostic Kiosk s 1 C)
- Which type of device would you like to diagnose?
A computer A smartphone or tablet
E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 7/189
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PC té&ablbatdesr Wi nndaocwG3 S

If you have clicked on the PC icon in the welcome screen,we will display an interactive tutorial to help you connecting the
PC to the Kiosk:

Diagnostic Kiosk

Click below if your are using Windows 10 and that your device is starting:
o= Windows10

You don't use Windows 10 or your device doesn't start, click on your device brand below:

W SONY [§TOSHIBA
\ I

This tutorial has been designed to connect the PC through a USB adapter allowing to connect the network cable coming
from the Kiosk and the bootable USB keys to a USB port of the target PC. If the Kiosk is running on Windows Server, you
can also boot without USB bootable key, directly to the RJ45 port of the target PC (PXE mode) In this case you can ignore
this tutorial, and go directly to PC Welcome Screen

If you are already familiar with the USB boot process, you have directly the keyboard keys commonly used by each brand
right belowthe br and, for example 6Escd and 6F906 key for HP device
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If the PC to process isable to bootinto Wi ndows 10, you cadowsd i TGO oni ltdheamdVi f ol
displayed:
1 Plug the power cable to AC power.
Plug the USB cable to one of the USB ports of the
device,
Press the power button to start your device. Once
under Windows, click on the Start menu, select
"Power" and hold the Shift keyboard key while o
selecting "Restart”.
‘ Click on the "Use a device" option. 0
5 Select your USB device.
E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 9/189
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TECHNOLOGIES

If the PC is not running Windows 10, or if its not usable, click on the brand of the device to be treated and follow the
instructions adapted to this device displayed on the screen:

1 Plug the power cable to AC power.

Plug the USB cable to one of the USB ports of the
device.

immediately press and release the "FB" or "Esc”

Press the power button to start your device and
keyboard key until you reach the screen on the

right side.
EBOOC0OO0000OC000oooood
Choose the USB device with the up/down o DDDDDD DD DDD DG:IDDDD
4 keyboard keys and press the 'Enter’ key. D D D
0000000000 D00

000000000000
O 1000c&sC]0

If the Windows logo appears on the screen, power off immediately your device, and then restart it and try another key.
If Windows is alreayd loading, please wait until it is fully started to power off properly before trying another key.

Note: The BICS setup is different for every brand.

These stepby-step instructions are not mandatory. It is also possible to connect a PC of another brand, not displayed on
the screen.

At this point, follow the instructions given on the customer PCscreen in order to boot correctly and choose, if prompted,
the 64-bits SDS versbn (the 32-bits version should be used only in case of compatibility issue).
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PC Welcome Screen

Once the PC is started and detected by the kiosk, both kiosk and PC screes will display the most common use cases as
below for a Windows PC:

- Configure a new PC(PC Setup)

- Optimize the performances of aPC (PC Tune Up

- Repair aPC (PC Repair)

- Sellan old PC(PC Tradeln)

- Refurbish a recently purchased PCbrought back by the customer within the legal delay (PCOpen Box)
- Diagnostic a PC (PC Diagnostics)

Diagnostic Kiosk (- X6

Please select an option: 0}

PC Setup PC Tune Up PC Repair
x
PC Trade-In PC Open Box PC Diagnostics

The icon =" enables a direct access to all the kiosk tools.

I f you dondt know exactly whi 1icorﬂ ih thenupperaightucsreer whighowill dispaya list | i ¢ k

of the most common symptoms or needs that a customer might have and will indicate you the best approach and guide
you step by step (SeePC Troubleshoot Tutorial).

Depending on the customization made for the retailer, you may be prompted to enter a Service Record Number or an
operator ID or any other useful information before reaching this screen. This information will be stored in the product
database and will be available through the web portal.

In some screens, he icon in the upper right corner showing a house ﬁ enables you to come back to this screen (it can be
disabled for instance during a process that cannot be interrupted ).
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For macOS and Linux devices, the welcome screen will contain those features:

- Diagnostic a PC (P(Miagnostics)

- Sell an old PC(PC Tradeln)

- Refurbish a recently purchased PCbrought back by the customer within the legal delay (PCOpen Box)
- Repair aPC (PC Repair)
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PC TroubleshoowWizard

The goal of this wizard is to help you finding thebest sol ution for the most common c|
requiring you any technical skil.

skl  Diagnostic Kiosk
U}
What is the symptom or need?
The computer restarts, freezes, or show a blue screen while The customer is afraid that his computer contains a virus or
Windows is starting. malware.
- -
The operating system starts correctly but is not stable or The customer deleted by error some files and want to retrieve
craches. them.
- -
a The customer finds his device more and more slow. @ The customer wants to back up his data.
-
The customer is facing an issue with a specific component The customer wants to restore the data he backed up using this
(webcam, sound card...). diagnostic station.
-
The customer brings back his computer during the legal The customer wants to erase his data in a secure way.
withdrawal period. &
-
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PC SetUdWindOWS only)

When buying a new Windows PC or tablet, some customers need helpto get started with their new device and to be
reassuredin regard to data protection and security. Most of the time, t hey also ask for advice for applications to install.

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 14/189

reproduced or diffused without prior written authorization from SoftThinkseE.



soTtthinks. SDS Kiosk 19.0
User Guide

The featurePC TroubleshooWizard

The goal of this wizard is to help you finding thebest sol ution for the most common c|
requiring you any technical skil.

teninks B Ic Kiosk "
iagnostic Kios
0}
What is the symptom or need?
The computer restarts, freezes, or show a blue screen while The customer is afraid that his computer contains a virus or
Windows is starting. malware.
- -
The operating system starts correctly but is not stable or The customer deleted by error some files and want to retrieve
craches. them.
- -
a The customer finds his device more and more slow. @ The customer wants to back up his data.
-
The customer is facing an issue with a specific component The customer wants to restore the data he backed up using this
(webcam, sound card...). diagnostic station.
-
The customer brings back his computer during the legal The customer wants to erase his data in a secure way.
withdrawal period. &
-
PC Setupwill cover those needs:
A Verification of security settings (firewall, Anti-Virusé )
A Configuration of automated Windows updates and installation of available updates
A Identification and desactivation of applications launched at startup that may impact PC performance
A Identification and uninstallation of applications that the customer does not want to us e anymore (next release)
A Selection and installation of applications
A Creation of an additional user account (may be disabled in the script)
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Check what can be optimized
Check if firewall is enabled
| | | | Check results
| | Check if antivirus is enabled | | & R App!y th_e R Se_leCt_ the Deploy the -
heck if Windows Updates enabled & up to dht¢ ] optimizations| | optimizations— applications to—» applications| Report
[ chec p P - selected deploy
| | - - - customization
List non MS applications & services run at sta*tu};
| | List applications installed (to uninstall them)l | | *
Home
Install th
apSItiacattio(re\s Reboot unde|
PC Welcomle deployed Windows
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After clicking on the OPC Setupdé t il echeckand aptimizeisdauhchked: anal y s
FIREWALL: check that the Windows firewall ignabled.

2. SYSTEM PROTECTI! ON: check t he featlreeis evMibladd o ws O Rest ore Poi nf
3. WINDOWS DEFENDEBTATUS: check that the Windows antivirus is enabled.
4. APPLICATIONS LAUNCHERT STARTUP: identify applicatios launched at Windows startup.

snftthinks D|agnOSt|C K|OSk

Analyze
THE PROCESS IS CHECKING THE DEVICE. PLEASE WAIT...

FIREWALL >
SYSTEM PROTECTION >
WINDOWS DEFENDER STATUS ©

APPLICATIONS RUN AT STARTUP ©

B =

During the analysis the picture on the right shows if the item is already configured as needed (%) or if an optimization is
possible (ﬂ)
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reproduced or diffused without prior written authorization from SoftThinkseE.



sofTtthinks. SDS Kiosk 19.0
User Guide

Once the analysis is completed, you can see the reult for each item:

Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

FIREWALL
SYSTEM PROTECTION
WINDOWS DEFENDER STATUS © -

APPLICATIONS RUN AT STARTUP © &

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 18/189
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If an optimization is possible, you can choose to apply it or not using the ® button and in some cases to configure it

usingthenvbutton.ln the example below, you can select the applicat

: = 1 1 ﬁ
Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

_=§_- APPLICATIONS RUN AT STARTUP © o
[Japoint
[[IsysTrayApp
[Clauickset
DIAStorIcon

[JAdobe ARM

|
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When you haveselectedand configured the opti mi Zantinueodn sh uytotuo nwatnot amdecrlfioci
once they have been successfully appliedtheir status becomes green:

Diagnostic Kiosk

Results after optimization
PLEASE FIND BELOW THE RESULTS AFTER OPTIMIZATION:

FIREWALL

SYSTEM PROTECTION

WINDOWS DEFENDER STATUS

APPLICATIONS RUN AT STARTUP

[l
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TECHNOLOGIES

You havethen the option to install applications preimported in the SDS database:

Diagnostic Kiosk

Application selection

Select the application(s) you want to install during deployment.

Search: |

Application

Application
CCLEANER
FILEZILLA

google chrome 32 bit
google chrome 64
GoogleChrome
LIBRE OFFICE

office 2015 .

steam

VLC

Size of the application selected: 0.00 MB Nb of applications: 0
Type: Total space required: 0.00 MB
Language:

Operating system:

Select in the left side list the applications to install and move them to the right using the - | button.

You can also search for a specific application using the search field.
The selected applications will be copied on the customer PC kut they will be installed only at the next startup of the PC.
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PC Tune UﬁWindows only)

A customer may bring back a Windows PC bought several months ago because he finds it too slow or because he worries
about the security or confidentiality of his data.

The purpose of PC Tune Upmodule is to recover the original performance of the PC and to ensure that the PC is secured.
Here below the optimizations we can apply:

A

To o Do Do Do Do

Removal

of

br

OWS i

Removal of viruses and malwares.

Verification and optimization of the storage space.

Verification of security settings (firewall, Wi-F i &) .

ng
Configuration of automated Windows updates and installation of available updates.

history,

cooki

Selection and installation of applications provided by the retailer.

es,

files

Besides those optimizations, we can make some recommendations based on the hardware detected:

1 Upgrade mechanical HDD to SSD if the Operating System is istalled on such mechanical HDD

Add RAM if we detect that a slot if free and the PC has low memory (limit customizable)

1
1 Goto the Trade-I
1

n

t o

obt ai

n a

quot e

i n

order

t o

Identification and desactivation of appli cations launched at startup that may impact PC performance.

recent |

repl ace

t he

Backup the Hard Disk contents through our Data Backup feature if its Smart Status indicates that it might break
soon

y

Check what we can optimize Display other SW/HW
| | Check disk free space | | suggestions
| |Compute how many space can be reclairi‘leld | S;J;%r;dii;a?ug J%:i%lg |
| | List all norsecure WiFI networks savedl | Check resulfs Apply the Add RAM i free siot Select the
— - & R found and low memol S Deploy the
| | Check if firewall is enabled | | _|—> . optimizationjs—»| —» applicationg ploy
Check if antivirus is enabled customize selected Offer to go to Tradén to to deploy applications
eck if antivirus is enable: optimizationls geta quote to replace
Virus & Malwares scan | the PCif too old
Privacy Home Suggest applications
buy if not installed
Check if Windows Updates enabled nan
List non MS applications run at startup PC Welcom Home Report
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TECHNOLOGIES

After c¢l i cRCiTingUpb nt itlhe, 0an aut omated analysis of all the pa

1. FREE DISK SPACE: detection foée disk space and of files that could be deleted without risk in order to free some
storage space (estimations byfile type and by file location)

PRIVACY:e moval of browsing history, cookies, files recentl

WI-FI NETWORKS SECURITY: identificatiomf the unsecure Wi-Fi networks to which the PC has been connected, in
order to prevent a future automated connection

FIREWALL: check thathe Windows firewall is enabled

SYSTEM PROTECTI ON: <check t hebdfeatlrecisewdbladd o ws ORest ore Poi
WINDOWSDEFENDER STATU&heck that embedded Windows Anti-Virus is enabled

ANTIVIRUS & ANTIMALWAREsearch for viruses and malwares

APPLICATIONS LAUNCHED AT STARTUP: identify applioas launched at Windows startup

Diagnostic Kiosk

Analyze
THE PROCESS IS CHECKING THE DEVICE. PLEASE WAIT...

© N o O &

FREE DISK SPACE © S

WI-FI NETWORKS SECURITY

FIREWALL

PRIVACY

SYSTEM PROTECTION

WINDOWS DEFENDER STATUS

VIRUS AND MALWARE SCAN LIS

In the course of the analysis the animation to the right is replaced by a picture that shows if the item is already configured
as needed () or if an optimization is possible (ﬂ)
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About OFREE DI SK SPACEdriticaldihfe isttGasByubseldiwad irldractgdhdn 16 &B of diskspace
could be freed (these thresholds are configurable: Analysis setup and optimization of free disk space). By clicking on&*~,
you can unselect the file types that the customer would like to keep (for each file type, you will see the total size of the
corresponding files).

About-FIDNDBNMWORKS SECURHBY t he st atdawa ri mfidome @seeuck WirFs networks have been detected
in the connection history. By default, no network is selected but this behavior can be inverted (Configuration of Wi -Fi
networks security optimization)

The searchl RUS &ANWRNITI MALWAREO being a possi bcangelivby cliskingoa ng |
the ® button during t he analysis. As the process cannot be cancelled during its initialization that lasts about 1 minute, this
button will not be visible during this step.

It is also possible to configure the folders to analyze and to restrict the search to the system and applications folders.
However, some user data or software install ed atswhyaveadtiseons
to always perfom a complete analysis a better user experience and increased confidence in the retailer. However with this

in mind, if you want to change the default behavior, you can follow the instructions in the appendix (Antivirus and
antimalware setup).
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When the analysis is completed, the results are displayed

. 2 5 1 ﬂ
Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

FREE DISK SPACE (390.52 GB / 18.84 MB) © &
WI-FI NETWORKS SECURITY

FIREWALL

PRIVACY

SYSTEM PROTECTION

WINDOWS DEFENDER STATUS

VIRUS AND MALWARE SCAN (0 threats found.)

Proceed
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TECHNOLOGIES

You can choose the optimizations you want to apply (all are preselected by default) and you can configure them if you want:

_ . . a
Diagnostic Kiosk

Results
PLEASE FIND BELOW THE RESULTS OF THE ANALYSIS AND THE OPTIMIZATIONS SUGGESTED:

FREE DISK SPACE (390.52 GB / 18.84 MB) © = RV
EEmpty Recycle Bin (0 Bytes)
EEmpty Clipboard (0 Bytes)
Emptv Temporary folders (18.83 MB)
[CJEmpty Download folders (304 Bytes)

[CJEmpty Prefetch folder (4.86 MB)

[Delete Windows Restore Points (0 Bytes)
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Once all selected optimizations are completed, their results are displayed:

Diagnostic Kiosk

Results after optimization
PLEASE FIND BELOW THE RESULTS AFTER OPTIMIZATION:
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PC Repair

If the device connected to the kiosk is a Windows PCwhichd oes not work well, the O0OPC Rep
and apply the most relevant corrections to fix the problems identified.

Quick SW checks -
| | Check Partition Table | | NO > Image
Quick HW checks | | Check Master Boot Record | | usable?
ick system disk test
X syst | | Check volumes | |
Quick CPU test NOP] :
| | Quick RAM test | | | | Check boot files | | i
| | Quick Motherboard test | | : : Check blue screens : : b l
Check registry v . h 2
YES | | e —— | | Repair errors Dsplay results
: found suggesting the user to Display results
Display resuits reboot into the OS to and generate
and generate check if the issue is intermediate
intermediate Reboot solved and generate reports
Advanced reports intermediate reports |
Options \_/|/_\ |
— —HomHome————p{ PC\\elconme |« . Home —L
Advanced Advanced
| | Options | Options
| PC BExpert )« | T
~ A s A
v | [—™ |
e Display results | |
vancex 1 .
Options suggesungzrt‘er?euserto Does Deploy the Restore | PC Repair
recovery em
YEM | »< the diert wart Ns——l» Factory »| User data & [—Siccedecd SUCCESS
and generate iorations | Image from Sett | report
intermediate reports 9 the RP ngs —
Back up | ‘ |
s user data & ———railed Failed |
settings |
Shutdown
4 | v |
s PC Repair |
Failure Advance! Shutdown
report Options
Ask for external HDD and offer to buy one |<—N Shutdown »( Shutdown

For macOS and Linux devices, if an image is available for this device, yowill be invited to backup manually the user data if
needed, before deploying this image to restore the device to its facto ry state.
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TECHNOLOGIES

Before launching the automated flow, we will inform the user about the different steps with an estimation of their
duration:
Diagnostic Kiosk

Diagnostic and automatic repair

After a quick hardware check to ensure that the main PC components are working correctly, we will detect the most common software issues and will guide you

during the steps below in order to fix them.
Only the required steps will be processed. You will be offered to back up the data if needed.

L

Quick hardware tests Check Windows for issues.
(Duration: from 5 to 10 min).

Data Backup System Recovery

(up to 30 minutes)

(20-30 minutes) (duration depending on tests selected)

This flow might be different depending on customizations asked. You may have confirmation message box between some

of those steps.
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User Guide

The kiosk will first automatically launch hardware tests of the main PC components:

Internal storage (HDD/SSD)
Processor

Memory

Mother board

sk  Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: By default these tests take about 20 minutes. You can configure the duration of the quick hardware tests (5 to 10
minutes per component, by default). Please refer to the appendix Quick hardware test duration setup. You can also add
any of the hardware tests available (more than 40).

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the repair process will be stoped and a report will be generated. You will then have the option to switch to PC Expert mode
for performing other more advanced hardware tests, backing up user data or using any other tool available.
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We will then analyse the system in search of the most @mmonly encountered issues and correct them:

sofithinks DlagnOSth KIOSk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note: Please refer to the @pendix Smart Repairfor more technical details.

If software issues have been detected and fixed, you will be then invited to reboot the PC and ched that everything is now
perfectly functional, knowing that there may be ot her issuesthat require a full system recovery.
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If you want to continue the process, or if no issue has been detected or could be fixed, the operating system will be
restored. We will back up user data if the user selects it (Please refer to the chapterBackup and migration of user data and

settings):

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 32/189

reproduced or diffused without prior written authorization from SoftThinkseE.



sofTtthinks. SDS Kiosk 19.0
User Guide

PC Open Box

When a customer has changed hismind, and brings back the PCduring the legal period, it is necessary to ensure that this
PC works perfectly and that it does not contain any user data, before being able to resell it.
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Thisisthegoalof he moPE Reépair o
If the device connected to the kiosk is a Windows PCwhichd oes not work well, the O0OPC Rep
and apply the most relevant corrections to fix the problems identified.
Quick SW checks i
| | Check Partition Table | | NO > Image
Quick HW checks | |G1eckMaster Boot Racordl | usable?
ick disk
Quick system disk test | | Check volumes | |
Quick CPU test NOP
: [|  eckbootiiles ||
| | Quick RAM test | | NO
| |QuickMotherboardtest| | | | Check blue screens | | l
s | | Check registry | | YES h 2
- i Display results
Repair errors
. | | Check system files | | found suggesting the user to Display results
Display results reboot into the OS to and generate
and generate check if the issue is intermediate
reports intermediate reports
Advanced |
Options |
R —-HomHoma—,—b@: T 'J.CXS ) . —_
vance Advanced
| | Options | Options
| PC BExpert )« | T
~ A VES A
v | | |
Display results | |
Advanced : .
Options Sll"lggesungtrtgesygﬁo Does Ix';gctoyo:ym Restore | P&CJRepaJr
) —Next the client want Ns——J~> » user data & [—Sicceeded Ceess
and generate iorations | Image from Sett | report
intermediate reports 9 the RP nos /\
Back up | |
YES user data & —;——raileq Eailed |
settings |
? | v | Shutdown
s PC Repair |
Failure Advancet Shutdown:
report Options
Ask for external HDD and offertobuyone|<—N Shutdown »{ Shutdown

For macOS and Linux devices, if an image is available for this device, yowill be invited to backup manually the user data if
needed, before deploying this image to restore the device to its facto ry state.
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TECHNOLOGIES

Before launching the automated flow, we will inform the user about the different steps with an estimation of their
duration:
Diagnostic Kiosk

Diagnostic and automatic repair

After a quick hardware check to ensure that the main PC components are working correctly, we will detect the most common software issues and will guide you

during the steps below in order to fix them.
Only the required steps will be processed. You will be offered to back up the data if needed.

L

Quick hardware tests Check Windows for issues.
(Duration: from 5 to 10 min).

Data Backup System Recovery

(up to 30 minutes)

(20-30 minutes) (duration depending on tests selected)

This flow might be different depending on customizations asked. You may have confirmation message box between some

of those steps.
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User Guide

The kiosk will first automatically launch hardware tests of the main PC components:

Internal storage (HDD/SSD)
Processor

Memory

Mother board

Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: By default these tests take about 20 minutes. You can configure the duration of the quick hardware tests (5 to 10
minutes per component, by default). Please refer to the appendix Quick hardware test duration setup. You can also add
any of the hardware tests available (more than 40).

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the repair process will be stoped and a report will be generated. You will then have the option to switch to PC Expert mode
for performing other more advanced hardware tests, backing up user data or using any other tool available.
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We will then analyse the system in search of the most @mmonly encountered issues and correct them:

sofithinks DlagnOSth KIOSk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note: Please refer to the @pendix Smart Repairfor more technical details.

If software issues have been detected and fixed, you will be then invited to reboot the PC and ched that everything is now
perfectly functional, knowing that there may be ot her issuesthat require a full system recovery.
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User Guide

If you want to continue the process, or if no issue has been detected or could be fixed, the operating system will be
restored. We will back up user data if the user selects it (Please refer to the chapterBackup and migration of user data and
settings):

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional

PC Open Boxwhich performs the following actions for a Wi ndows device:

- Quick hardware tests (which can be customized, as described in the chapterQuick hardware test duration setup)

- Check if the PC has been used (if not, it can beresold directly as is)
- Optional Data Backup to an external storage

- Wipe the whole disk, or, if you have ensured that there is no user data in the Recovery Partition delete all partitions
contents except the Recovery Partition

- Optional image deployment if an image for this devi ce has been previously captured and is available, or,if the the
Recovery Partition has been kept, extraction ofthe factory image if it is present / Windows 10 Reset feature

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 38/189

reproduced or diffused without prior written authorization from SoftThinkseE.



oo . .
soTtthinks. SDS Kiosk 19.0
User Guide
WINPE Hardware Deploy the PC
Diagnostic Passed » Facoy Open Box
(Target 5+ | Auto Image from Report
2 HDD) the RP |
Error .
Fajied w pvamtl Home
: Qucceed pe ons
HW itests failing Indicate the user ' partially restored |
report that the PC has v
never been used Back up PC |
\/‘/\ and can be sold user data Open Box |
directly >
Advanced Report |
Options Shutdown Failled
A 4 : |
PC Expert Shutdown > Failing Ad
report [~ gpions > PCEPE J¢—opic |
.1: Distributor picture, SKU & price for |
| external HDD purchase Home— | Shutdown: »  Shutdown
— — — — -Home— — L — — — »{ PC\W\elcone )« Home —————l
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For a macOS oFPCRepamux device, 0

If the device connected to the kiosk is a Windows PCwhichd oes not work well, the O0OPC Rep
and apply the most relevant corrections to fix the problems identified.

Advanced
Options

Quick SW checks ot
| | Check Partition Table | | NO > Image
Quick HW checks | | Check Master Boot Record | | usable?
QUI’Z;Z::UT:WS | | Check volumes | |
NOP y
| | Quick RAM test | | | | Check boot files | | o
| | Quick Motherboard test | | | | Check blue screens | | l
| | Check registry | | YES h 2
= : Repair ermors Display restits
| | Check system files | | found suggesting the user to Display results
Display results reboot into the OS to and generate
and generate check if the issue is intermediate
intermediate Reboot solved and generate reports
reports intermediate reports
Advanced
Options \_/|/_\ | |
—— —HomHom PCWelcome |« T Homer] —L
Q—r>© Advanced Advanced
| | Options | Options
| PC BExpert )« | T
~ A\ A
v | [—™ |
Display results | |
|

suggesting the user to Deploy the PC Repair
recovery the system Does Factory Restore Success
—Next the client want N » user data & [—Sicceeded
and gerercte igration? | Imege from setti report
intermediate reports 9 the RP nos /\
Back up | ‘
YES

Failed

settings

|
|
user data & —’l‘—FaiIed |
|
|

Shutdown
o v
s PC Repair
Failure Advance Shutdown:
report Options
Ask for external HDD and offer to buy one |<—N Shutdown »( Shutdown

For macOS and Linux devices, if an image is available for this device, yowill be invited to backup manually the user data if
needed, before deploying this image to restore the device to its facto ry state.
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TECHNOLOGIES

Before launching the automated flow, we will inform the user about the different steps with an estimation of their
duration:
Diagnostic Kiosk

Diagnostic and automatic repair

After a quick hardware check to ensure that the main PC components are working correctly, we will detect the most common software issues and will guide you

during the steps below in order to fix them.
Only the required steps will be processed. You will be offered to back up the data if needed.

L

Quick hardware tests Check Windows for issues.
(Duration: from 5 to 10 min).

Data Backup System Recovery

(up to 30 minutes)

(20-30 minutes) (duration depending on tests selected)

This flow might be different depending on customizations asked. You may have confirmation message box between some

of those steps.
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User Guide

The kiosk will first automatically launch hardware tests of the main PC components:

Internal storage (HDD/SSD)
Processor

Memory

Mother board

Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: By default these tests take about 20 minutes. You can configure the duration of the quick hardware tests (5 to 10
minutes per component, by default). Please refer to the appendix Quick hardware test duration setup. You can also add
any of the hardware tests available (more than 40).

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the repair process will be stoped and a report will be generated. You will then have the option to switch to PC Expert mode
for performing other more advanced hardware tests, backing up user data or using any other tool available.
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We will then analyse the system in search of the most @mmonly encountered issues and correct them:

sofithinks DlagnOSth KIOSk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note: Please refer to the @pendix Smart Repairfor more technical details.

If software issues have been detected and fixed, you will be then invited to reboot the PC and ched that everything is now
perfectly functional, knowing that there may be ot her issuesthat require a full system recovery.
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If you want to continue the process, or if no issue has been detected or could be fixed, the operating system will be
restored. We will back up user data if the user selects it (Please refer to the chapterBackup and migration of user data and
settings):

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional

PC Open Box enforms the following actions:

- Quick hardware tests (which can be customized, as described in the chapterQuick hardware test duration setup)

- Ask you to backup manually the user data
- Wipe the whole disk

- Optional imag e deployment if an image for this device has been previously captured and is available
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When you clPCOgenBo® tthde eg the kiosk will aut omainPCcarhpbnentst a unc
- Internal storage (HDD/SSD)
- Processor
- Memory

- Mother board

sk  Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: you can configure the duration of the quick hardware tests (5 to 10 minutes per component, by default). Please refer
to the appendix Quick hardware test duration setup.

If an issue has been detectedduring these tests, the following screen will indicate the component that has failed the test,
the refurbishing process will be stoped and a report will be generated. You will then have the option to switch to PC Expert
mode for performing other more adva nced hardware tests, backing up user data or using any other tool available.
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If no hardware issue has been detected, we will check if the PC has been usd (Windows PC only). f not, it can be resold
directly as is:

ke  Diagnostic Kiosk

Refurbishing

This device has never been used. It can be sold directly.

Shut down

Technical note:it is considered thata PC has never been used if the OOB@©ut Of Box Experiencehas not been performed
and if no system recovery has been done
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TECHNOLOGIES

Otherwise, you areinvited to back up user data, if the customer wants (for macOS /Linux devices you need to manually
backup the data) :

Diagnostic Kiosk

Data and settings backup

We will now back up your data and personal settings before we restore your system.

Please attach a USB drive with enough space to hold your files.

Below are the file types we have pre-selected to be saved.

Click "Continue" to proceed or click "Select more" to view the summary or add any additional files that you would like to save.

Photos Videos

Musics Financial Data

“

Page47/189
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Photos, videos, audio files and financial data are backed up by default, # wellass o me user settingdgs (wa
you want to add more files, or eventually remove some pre-selectedfiles;, cl i ck on: 0Sel ect moreo

softthinks Diag nOStiC KIOSk

Select additional file(s)

+ MMM UpdatusUser
= LW Public
Videos
Pictures
Music
Libraries
Downloads
Documents
Desktop
Administrator
Videos
Searches
. Saved Games
= Pictures
Music
. Links
Favorites
Downloads
= Documents
Desktop
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Then <cl i ck 0AnexterGab storagensuegested. Ifthere is not enough free sapce, you will be invited to connect
a media of higher capacity:

sk  Diagnostic Kiosk

Attach External Drive.

Please attach a USB hard drive to your system in order to back up your data and personal settings.
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Once a USB storage device with enough free disk space has been plugged, the backup starts:

Diagnostic Kiosk

Creating the backup...

N

We are currently backing up all of your data.

Diagnostic Kiosk

Data Backup

a
Backup completed
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Then, the content of all parti tions (except the recovery partition) will be securely erased (ADISA certified dgorithm) in
order to ensure that the PC does not contain any user data anymore:

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk 10: 1 - Model: INTEL SSOMCEAC1 2083 - Size: 111.790 GB - SN: CVLI301 601851208

Disk 1D: 2 - Model: USB Flash Drive - Size: 7.467 GB - SN: AAM5930F 1106526
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If a system image has been found, it will be deployed to restore the system in its initial state:

Diagnostic Kiosk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional

Technical note:if any error occurs during the system recovery or if we detect after recovery that the imagead not been
captured in factory, we will also erase the recovery partition containing this image.
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/

PC Tradein

When a customer buys a new device, he might be interested in having a discount if the retailer refurbishes for his old device
and this may even be an important criterion in the choice of the retailer from whom he will buy his new device.

This is the purpose of t h e mo®BQTradeindisavail abl e, based on td(smmenimithtiomsdor 0 P C
macOS & Linux devices)with the addition of a value estimate for the repurchase of the old device and its acceptance or
refusal by the customer.

WNPE Hardwere
Diagnostic PC Trade-In
(Target 5rm + - oo Cancel report
2mn HDD)
Failled
A 4
PC Trade-In partners "
me
Error report (brockers) Indicate the
user that the PC
Advanced Shutdown has never been| |
Op“O”S usedandcan ||
Sh Ltdown e sold directly

O

PC rt Advanced PC
EXpe Options Welcome

|

Wipe the PC
\/\ﬁ)le || Trade-In jme
disk Report
I T
Erior
\ 4
|| Askfor external HDD Wipe
and offer to buy one WPe. al Deploy the partitions
3 Error partitions —» Factory |-Eron cartially
V2.1: Distributor picture, KU & except RP Image estored

Advanced

PC EXpert Options — |

PC PC Trade-In
Failing reportfome{ |y e /O™ Report Shutdown
>

Shutdown:
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Whenyoucli c k oRCTrdden6o t i |l e, the kiosk wild/l automatically | aunc|
- Internal storage (HDD/SSD)
- Processor
- Memory

- Mother board

sk  Diagnostic Kiosk

Analysis of main components

W

N 4

Analysis of drives (HDD, SSDJ...

Note: you can configure the duration of the quick hardware tests (5 minutes per component, by default). Please refer to
the appendixQuick hardware test duration setup.

If an issue has been detected during these tests, the following screen will indicate the component that has failed the test,
the trade-in process will be stoped and a report will be generated. You will then have the option to switch to PC Expert
mode for perfo rming other more advanced hardware tests, backing up user data or using any other tool available.
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If no hardware issue has been detected,we will collect automatically all the informations we can and display them in the
screen below that invites you to answer the usual questions requiring a manual/visual control for evaluating the device
state and consequently its repurchase value

f

snftthinks DlagnOStIC KlOSk

Trade-In
CPU: Intel(R) Core(TM) i7-3610GM CPU (@ 2.30GHz
J MOTHERBOARD: Dell Inc. - A7E3T2 - X01
BIOS VERSION/DATE: A17 - 05/19/2015
RAM DETECTED: 4096 MB
MANUFACTURER: Dell Inc.
PRODUCT: Inspiron 7720 (Inspiron 7720)
VERSION:
SERIAL: PN5N793
NIC SPEED/NAME: 100 Mbps - Realtek PCle FE Family Controller, V=9.1
GRAPHIC RES: 1920 x 1080 (32 bits - 96 DPI) | (1) - GK107M [GeForce GT 650M]
SOUND CARD: (2) - GK107 HDMI Audio Controller+7 Series/C210 Series Chipset Family High Definition Audio Controller
OPTIC DRIVE: Optiarc , DVDRWBD BC-5540H, 201A (F)
FIXED DISK: ST9750420AS - 698.64 GB (C,D - GPT)

INTEL SSDMCEAC120B3 - 111.79 GB (E - MBR)

Is the device fully functional? OYes ONo
Are there physical damages? OYes ONO
Is the screen functional, without dark spots and not broken or cracked? OYes OND
Does the device include the correct AC power adaptor/power cord, and battery (if Oyes ON°

This question list is configurable (number of questions, wording, answers with 2 or 3 choices) as it will depend on the
partnerships for PC repurchase.

In order to get the best possible value estimate of the old device, the infor mation about the device, the results of the
hardware tests and the responses to the questions aboce will be transmitted to the retailer partners and the highest estimate

will be submitted to the customer. As this repurchase value estimate process depends m the partnerships, it will require a
specific customizationf or i ntegrating the APls of these partners. That
in the generic version of SDSKiosk.
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When all data required for the repurchase value estimate has been collected, wethen we display the best repurchase offer:

. < 1 1 ﬁ
Diagnostic Kiosk

Trade-In
CPU: Intel(R) Core(TM) i7-3610GM CPU (@ 2.30GHz
J MOTHERBOARD: Dell Inc. - A7E3T2 - X01
BIOS VERSION/DATE: A17 - 05/19/2015
RAM DETECTED: 4096 MB
MANUFACTURER: Dell Inc.
PRODUCT: Inspiron 7720 (Inspiron 7720)
VERSION:
SERIAL: PN5N793
NIC SPEED/NAME: 100 Mbps - Realtek PCle FE Family Controller, V=9.1
GRAPHIC RES: 1920 x 1080 (32 bits - 96 DPI) | (1) - GK107M [GeForce GT 650M]
SOUND CARD: (2) - GK107 HDMI Audio Controller+7 Series/C210 Series Chipset Family High Definition Audio Controller
OPTIC DRIVE: Optiarc , DVDRWBD BC-5540H, 201A (F)
FIXED DISK: ST9750420AS - 698.64 GB (C,D - GPT)

INTEL SSDMCEAC120B3 - 111.79 GB (E - MBR)

Your Estimated Trade-In Value: XXXX $

Do you accept this quote?
If so, you will be offered to back up your data before we completely wipe your device with certified and secure method.

m

If the customer accepts this quote, we will check if the PC has been used andif it is not the case, we can refurbish it as
descri bed abov &CDpen Bok and/ortcampture the géade and generate/print a label:

SERIAL NUMBER: 2CE25100YW
Result: Working
Trade-In code: 15316-12319
Categorisation code: LWNIS

Store number: rad.live.com
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PC Diagnostic

You can run up to 57 tests grouped by categories. When possible, the tests are fully automated and can be run in parallel,
else the L‘! pictogram indicates you those who require manual intervention:

Hardware Diagnostics

Select the test(s) you like to conduct.
You can select several categones simultanecushy.

[ seean (] seean
O ) ae g
[] E} seter

(1 B wenory

] @ ——
O L sereen

I

0 Q) o

O & somse

03 o

Internal Speaker -'!']
Internal Microphone -'!']
Cutput Jack E

Input Jack E!‘:,J

Combo Jack L-!‘J‘

O Oodod

Start test(s)
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Hardware Tests List

Here below the exhaustive list of all tests available. Some of them cannot be run from the WIinPE environement because of
technical limitations but can be run on the customer OS or from Windows To Go USB Key

1 Audio
0 Internal speaker Plays a sound and asks if it has been heard
0 Internal microphone Records a sound through the internal speaker, then plays it and asks if it has been
heard
o Output Jack Plays a sound through an external speaker or headset plugged tothe output jack
and asks f it has been heard
o Inputjack Records a sound through a microphone plugged to the input jack, then plays it
and asks if it has been heard
o Combo Jack Records a sound through a headset with microphone plugged to the combo jack,
then plays it and asks ifit has been heard
1 Screen
o Dead pixel Displays sequentially the 3 primary colors patterns and asks if missing / dead
pixels have been observed
0 Touchscreen Asks to press the screen with finger on different locations
o Display ports Asks to plug a monitor t o each display port and ensures it has been detected
1 Mainboard
o0 Mainboard Voltages Automatically monitors in real time the mainboard voltages during the whole

tests and reports min and max values
0 Mainboard Temperatures Automatically monitors in real time th e mainboard temperatures during the whole
tests and reports min and max values

0 Mainboard Fans Automatically monitors in real time the fans rotation speed during the whole tests
and reports min and max values
0 USB ports Asks to plug a specific USB key toeach port and check if it is detected
1 CPU
General purpose instructions Test
Floating Point Unit Instructions Test
Prime Number Test
MMX Test
SSE Test
SSE2 Test
SSE3 Test
AES Test

Maximum heat Test
CPU Voltage Monitoring
CPUTemperatures Monitoring
CPU Pavers Monitoring
CPU Clocks Monitoring

o CPU Utilization Monitoring
1 Memory

o Standard Test

O O O OO0 OO0 oo oo o o

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page58/189

reproduced or diffused without prior written authorization from SoftThinkseE.



sofTtthinks. SDS Kiosk 19.0
User Guide

0 Multi-Process Torture Test
0 Address Windowing Extensions Test
1 Graphic Card
GPU Clock Monitoring
GPU Voltage Monitoring
GPUTemperature Monitoring
2D Local Video memory Test
2D all available memory Test
2D Lines and bitmaps test
2D EMC scrolling characters test
2D EMC reference test pattern test
o 3D Test
i Storage
o HDD SMART Status
HDD Short SMART Test
HDD Long SMART Test
HDD Randan Read Test
HDD Linear Read Test
o Optical Drive Read Test
1 User Inputs

O O O O o o o

o O O O

o Keyboard
o Keyboard Status LED
o Mouse
o Touchpad
1 Network

o Wired (LAN)
o Wi-Fi(WAN)
i Battery
o0 Battery Wear Level
o0 Battery Charging Test
o Battery Drain Test

1 Sensors
o0 Accelerometer
0 Lid Sensor
1 Other
o Card Reader
0 Webcam
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Example of manual test: Dead Pixels Test

saftthinks Hardware D|ag nOStICS

Internal - ﬁ
Spesker [_1Dead Pixels Test D 245300

Internal We will display sequentially the 3 primary colors patterns. & Temp.

LRI Please inspect the screen to identify missing/dead pixels. A

Max 80.75°C

Output Jack Fan
Min 1265 82 toimin

Input Jack

Combo Jack AMD Radecn HD 7480D
& Temp.

Min 0.00°C

Max {8.00°C

Fan

Mim AMEA i
Max NFA folmnin

Maouse

Touchpad

Touchscreen

Webcam

Dead Pixels - -
Test Start Test Abort Tests

A - (R

‘ -

For the manual tests, in order to decrease the test duration, buttons and keystrokes are available to set a test as succeeded
/ failed, skip it, abort it or bypass timeouts when applicable. For example, for the dead pixel test, you will be able to stop
and failed the dead pixel test as soon as you see one, display the next pattern by pressing a key without waiting for the
customizable delay. For the other full screen test which is the touchscreen one, if the touchscreen is not responding the user
will also be able to fail it without waiting for the customizable timeout delay.

Keyboard shortcuts

By defaul t, the ESC touch wildl be associ testand set ibas failed whéenT e s t
applicabl e, meaai hgddvhlent ©dmesits Fvi si bl e and enabl ed. As an
the test during the playback but not during the recording.

The Space bar will esed Ppscridadt ecdutttont.he 0T

The TAB key will betassdchatédnto the 0Skip

The ENTER key will be associated to the o0Start testo butto

The Right arrow key will be used to bypass delays, for example to go to next primary color pattern in dead pixel test.
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TECHNOLOGIES

Diagnostics report

A report is generated with the results of the hardware tests (see the chapterReports for more details):

Diagnostic Kiosk

Report
Information
PRODUCT: Inspiron 3521 (Inspiron 3521) N
MANUFACTURER: Dell Inc.
A z SERIAL NUMBER: DMOWPY1
solethiaks A
CPU: Intel(R) Celeron(R) CPU 1017U @ 1.60GHz

MOTHERBOARD: Dell Inc. - 0X2H5X - A00

RAM DETECTED: 8192 MB
ST320LT012-1DG14C - 298.09 GB (C - GPT)

TECHNICIAN: INTERNAL DISK:
DATE: 24/01/2017 - 09:46:48 " USB Flash Drive - 7.47 GB (D - MBR)
ID: OPTICAL DRIVE:  TSSTcorp, DVD+-RW SU-208FB, D200 (E)

Intervention report

Keyboard test
Keys not pressed: Space - Test skipped by the user

Dead pixels test
Test passed

Bl -

=

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page61/189

reproduced or diffused without prior written authorization from SoftThinkseE.



o i

sntcthinks.

TECHNOLOGIES

SDS Kiosk 19.0

User Guide

PC Expert

When you click on the *=" icon in the main screen, a quick analysis of the PC idaunched to determine the possible actions
before displaying them:

sk  Diagnostic Kiosk

Please select an option:

Customized hardware diagnostics.
(Duration depending on tests selected).

Check Windows for issues.
(Duration: from 5 to 10 min).

Search for viruses and malware.
(Duration depending on the amount of data).

Factory recovery of the computer.
(Duration: from 5 to 30 min ; certified for Windows 8 and
above).

Restoration of deleted data.
(Duration depending on the amount of data).

(oY YL -T2

Raw data backup.
(To an external drive).

Restore previous backed up data and settings to a new
computer.

Secured wipe of disks.
(Duration: from 2 hours to more that 20 hours!).

@09

f

By default, 9 tools are available:

© ©®© N o g bk~ N

Hardware Diagnostics

Search for errors inWindows
Search for virusesand malwares
Restoration of deleted data
Data Backup

Data Transfer

Data Restoration

Secure wipe of disks

System recovery (from Windows 7 to 8.1)or system reset (for Windows 10)

Once the action completed and the report displayed, you will be back to this screen in order to be able to launch other

actions. You can go back to the start screen by clicking on the

by clicking on the "/ button.

button or exit from the application and switch off the PC
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Hardware d iagnostics

Hardware Diagnostics are already described in PC Diagostic flow (Se®C Diagnostig.

Search for errors in Windows (SmartRepair)
This feature repairs the most common issues of the operating system (boot sectors, partition t a b | whiéh) prevent a PC

from booting. This is a simple procedure that can fix many software failures and it is the preferred procedure to run on any
PC that crashes while loading Windows.

Diagnostic Kiosk

Smart Repair Progress Summary

The Services Kiosk is working to repair your system.

Note:See t he 8SmapRepald xf @r more technical detail s.
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If everything is OK, all items are green; else one of the elements is out of service and the kiosk will give you the optionto
repair this elemepéai b¢g. clicking on OR

Diagnostic Kiosk

Smart Repair Results

The Services Kiosk has performed the following checks of your system:
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Search for viruses and malwares

The kioskoffers you to search for for viruses and malwares on the PCand to delete them. Performing this through the kiosk
provided the benefit of an intervention without b ooting the system; reparations are then potentially more efficient.

snftthinks DiagnOStiC KiOSk

Antivirus and antimalware

Select the partition you want to analyze.

OScan all computer

OScan only one partition

| b
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The kiosk also gives you the option to choose the partitions to scan:

ke  Diagnostic Kiosk

Antivirus and antimalware

Select the partition you want to analyze.

OScan all computer

OScan only one partition

Jos ic:u v
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After selecting one or more partitions, ¢l i ck otheandtiMresahdo. T

antimalware, before the scan starts:

ke  Diagnostic Kiosk

Antivirus and antimalware

47%

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page67/189

reproduced or diffused without prior written authorization from SoftThinkseE.



softthinks.

TECHNOLOGIES

SDS Kiosk 19.0
User Guide

If some infected files have been detected, you will be able to delete them:

Diagnostic Kiosk

Antivirus and antimalware

Files Virus detected Severity
\\?\F:\UltraVNC-102-Setup-Fr.exe not-a-virus:RemoteAdmi... Infected
\\?\F:\eicar2.zip EICAR-Test-File Infected
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Factory recovery of the PC

This is the option to choose in order to restore the PC in its initial state.

The kiosk hasthe ability to detect the presence of the PC recovery partition, and to use it to deploy again the system (only
for Windows 8 or later).

If no data backup has been perfomed, we will give you the option to create one be fore recovering the system (Cf.Backup
and migration of user data and settings).

The interface guides you through the process and stops on its own if the prerequisites are not fulfilled (for instance, a power
supply not connected).

snftthinks D|agnOStIC K|OSk

Restoring Operating System...

The Services Kiosk is now restoring your Operating System.
Please wait while we perform this important task.

Installing: Microsoft® Windows® Operating System - Professional
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Data Undele te (Restoration of deleted data)

This feature allows you to restore files accidentally deleted. It will first analyze the PC storage:

sl Diagnostic Kiosk

Restore deleted files

Analysis in progress...

78 %
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And then will display the list of the files which can be restored with a recoverability index:

Diagnostic Kiosk

Restore deleted files

Select the files you want to recover.

Files Indice
“ScreenShot_100237.jpg

2 atvites

You can either select fil es iad ofthenmd and thdy ghoosethe tatget directory rbefayeA | |
clickihgon 0 Next 6.

Note: We strongly recommend youto restore files to another media inorder to avoid any overwriting of the files to restore; the
kiosk will warn you about this, should the cag happen.
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ke  Diagnostic Kiosk

Restore deleted files

All files have been successfully recovered.
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Data Backup

The Data Backup featuregives you the ability to backup userdataands et t i ngs ( wal drto segoeerthem l&t@r: i n

Diagnostic Kiosk

Data and settings backup

We will now back up your data and personal settings before we restore your system.

Please attach a USB drive with enough space to hold your files.

Below are the file types we have pre-selected to be saved.

Click "Continue" to proceed or click "Select more" to view the summary or add any additional files that you would like to save.

Photos Videos

Musics Financial Data

“
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Photos, videos, audio files and financial data are backed up by default, as well as some user setting¢ wal | paper é) b
you want to add more files, or eventually remove somepre-s el ect ed files, «lick on 0Sel ect

softthinks Diag nOStiC KIOSk

Select additional file(s)

+ MMM UpdatusUser
= LW Public
Videos
Pictures
Music
Libraries
Downloads
Documents
Desktop
Administrator
Videos
Searches
. Saved Games
= Pictures
Music
. Links
Favorites
Downloads
= Documents
Desktop
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Then clickond C o n t iAn exterdal storage is requested. If there is not enough free sapce, you will be invited to connect
a media of higher capacity:

sk  Diagnostic Kiosk

Attach External Drive.

Please attach a USB hard drive to your system in order to back up your data and personal settings.
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Once a USB storage device with enough free disk space has been plugged, the backup starts:

Diagnostic Kiosk

Creating the backup...

N

We are currently backing up all of your data.

Diagnostic Kiosk

Data Backup

a
Backup completed
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Data Transfer

Data Transfer is similar to Data Backup except that it adds a sceen at the end of the process to explain you how to transfer
the data backed up to the other device:

Diagnostic Kiosk

All files have been backed up.

The Services Kiosk has performed the task successfully.

4 Y N g
Shutdown your old computer and remove Connect your new computer and attach to it Power on your new computer and follow the

the cables coming from the kiosk. the USB hard drive containing the backup. instructions on the Services Kiosk and select
the option for the recovery of your user data

and settings backup.
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Data Restoration

We need to connect the external drive containing the backup to restore and select it in the list of the backups found:

Diagnostic Kiosk

Data Backup

One or more backup(s) has been found on your USB drive.
Select a backup to use from the list below and click “Continue”.

My Backup 6 - 01-02-2017 14:01 - 28.33 MB
My Backup 5 - 12-30-2016 13:24 - 2.17 MB
My Backup 4 - 12-29-2016 14:57 - 2.40 MB
My Backup 3 - 12-19-2016 15:56 - 174.83 MB
My Backup 2 - 12-19-2016 14:25 - 118.43 MB
My Backup 1 - 12-19-2016 12:48 - 118.39 MB

Select the backup to restore and click on o06Continued. The
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Diagnostic Kiosk

Applying personal settings...

We are currently applying your personal settings.
Please do not remove the drives during this important task.
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Data Restoration without the Kiosk

The customer has also the ability to restore his data at home by double-clicking on the auto -extractable archive present on
his USB drive

Data Backup Extraction Tool

Data selection

What would you like to restore from this backup?

O Restore all files
() Restore categories of files

QO Restore specific file and folders
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s Data Backup Extraction Tool
dla baCKup exXtraction 00
Data selection
Select the files and folder to restore
[=-%] o Page 063-Backup
BmE& c
-] k. apps
=-m| | Users
wm ) @
- ). Public
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Secure wipe of disks

This feature offers you to securely (ADISA certification) wipe internal disks (HDD & SSD) even protected through MS
Biltlocker / HPA / DCO, for instance in order to resell it, after secure erasure of the data of all former users.

Beware that this process is irreversible and potentially long, but it is the only one ensuring a 100% secured wipe.

For SSD, we use by default (and when supported by the device) specific wipe protoco$, Secure Erase & Sanitize, which
preserve SSD timelife and which are very quick.

If no data backup has ever been perfomed, we will give you the option to create one before recovering the system.

The interface will display the list of the disks presentint he devi ce. Click on OWi ped button
to wipe:

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk I: 1 - Model: INTEL SSOMCEAC12083 - Size: 111.790 6B - SN: CVLI301 601851206

Disk 10: 2 - Model: STORE N GO - Size: 3.730 6B - SN: 07940B08044E13AC
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You can stop wipping a disk at any time by clickingont he o0 St op6 button in the front of

Diagnostic Kiosk

Disk Cleaner

Disk or volume data will be sanitized using a secured algorithm.

Disk 10: 1 - Model: INTEL SSOMCEAC12083 - Size: 111.790 6B - SN: CVLI301 601851206

Disk 1D: 2 - Model: STORE N GO - Size: 3.730 68 - SN: 07940808044E13AC
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TECHNOLOGIES

Reports

After completion of every action, an incremental report is displayed:

Diagnostic Kiosk

Report

Information

PRODUCT: Inspiron 7720 (Inspiron 7720) A
MANUFACTURER:  Dell Inc.
25 . SERIAL NUMBER: PNSN793
S ’) 1- T t "] '| "] l( S cPU Intek(R) Core(TM) i7-3610QM CPU @ 2.30GHz
MOTHERBOARD: Dell Inc. - A7E3T2 - X01

RAM DETECTED: 4096 MB

ST9750420AS - 69864 GB (C.D - GPT)
INTERNAL DISK:  INTEL SSDMCEAC12083 - 111.79 GB (E - MBR)

TECHNICIAN:
DATE: 03/01/2017 - 10:27:01 STORE N GO - 3.73 GB (F - MBR)
1D: OPTICAL DRIVE: Optiarc , DVDRWBD BC-5540H, 201A (G)

Intervention report

Quick SW diagnostic
Partition Table, Master Boot Record, Volumes, Boot files and Windows files are OK.

Undelete
2 files recovered

Data Backup
Backup completed (373 Backup completed)

EE B
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You

have the

option to enter a

comment

that will be incl

Diagnostic Kiosk

Report

Information

HILI VWl Iuwil I wpwI L

Quick SW diagnostic

Partition Table, Master Boot Record, Volumes, Boot files and Windows files are OK.

Undelete

2 files recovered.

Data Backup
Backup completed (373 Backup completed)

EE B

ER— |
snftthiks. - %] PASSMARK®
KAsPERsK‘E SOFTWARE

The final report is automatically exported in the HTML and PDF formats on the desktop of the PC. A copy is alsoarchived in

the kiosk:

] ]

Report.pdf Report.html
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USB kedsi ves & medil a

Diagnostic Kiosk = | pome |

What would you like to do?

Restore deleted files on an
external drive

Connect my computer Connect my smartphone or tablet

Plug the USB key or disk on a USB port of the kiosk
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If the USB key or disk contains several partitions, you will be invited to choose the onesinto which you want to search for
deleted files (only partitions from a n external drive will be shown):

softthinks

Diagnostic Kiosk

Restore deleted files

Select the partition you want to analyze.

OAll partitions

OOne partition

[pata [a\
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The USB key or external hard disk drive will be sanned for deleted files:

sft th1Ks Diagnostic Kiosk

Restore deleted files

Analysis in progress...

78 %
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And then display the list of the files which can be restored with a recoverability index:

Diagnostic Kiosk

Restore deleted files

Select the files you want to recover.

Files Indice
“ScreenShot_100237.jpg

2 atvites

You can either select files individually or click orbefageAl |
clickk ng @enxtaN

Note: We strongly recommend you to restore files to another media in order to avoid any overwriting of the files to restore; the
kiosk will warn you about this, should the case happen.

E Copyright So frtefithdf thikdodimentBite eonfidential and can not be used, Page 89/189

reproduced or diffused without prior written authorization from SoftThinkseE.



sofTtthinks. SDS Kiosk 19.0
User Guide

ke  Diagnostic Kiosk

Restore deleted files

All files have been successfully recovered.
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TECHNOLOGIES

Smartphones Wndearb!| Aridr
Bl ackBerry

The kiosk has a module dedicated to the diagnostic and backup of Android, iOS and Blackberry devices.
In order to operate correctly, the kiosk needs an Internet connection (preferably through Wi -Fi).

The first step consids in pluging the device to treat on the port specified by the software (source or target) of the USB hub:

= CEATIRS D X
Please Connect a device to the Target port No device connected
Troubleshooting:

Device / Cable selection wizard
Having issues? Follow these steps
B O
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When you plug the device to the Target port as asked, the kiosk will grab all hardware information in order to identify it:

—————————
SHOTLENTIKS

Vamh’

;
o’

Retrieving Device Information

If you have an issuefor getting the device detected, p lease check that the USB hub is connected and that there is no issue
with the cable used to connect the device to this hub.

I f the issue remai ns /Cachlliec ks ed ne ctt hildavrgiissukzaéallidibegel stepsd .
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Once the device detected and indentified, you might have to go through some manual operations in order to allow the
kiosk to interact with it :

— o N —_8X

Follow the below instruction on the Target port Google Device Detected

Enable USB Debugging

Settings
Open the “Settings” App Wireess & networks
- e
Dacernacad
Disconnect the device and open the “Settings” app. Select
X . % ‘B\un‘nmh
"About Device” at the bottom of the menu -
O .
More
Note:
e [f "About Device" is not available, select the "More", "General” or
"System”. o Dy )

& PIN entry may be required.

g  Notfications

Al apps allowed .
Sound
inger volume at 7

< o =]

)

For further instructions click here

Back s o)
mee

All those instructions are customized for all Android versions.
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Some models distributed marginally (very low volume) may not be correctly managed. We invite you to check the list of
supported devices using the menu dList of supported d e v i in thes upper left hand corner:

Ch Li
ange Language ke to do? Samsung SM-G920F

LRM Download Status

In Store Report
+ e

Supported Device List e-In, Account Setup , Apps&Media , On-Boarding and more.
» @ B @
Content Backup Restore Account Apps&Media On-
Transfer setup Boarding

> Handle Returning Device

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

IMEI 357011074537628 Copy
Last Check  27/12/2016

O Refresh @ Device History

Supported Devices
Search (3233) models available ‘

J— Vendor Model Nickname Cable Contacts Images Vid«

Acer A100 Iconia Tab MINI-3m Yes Yes Ye
Cont
Tranj Acer A500 Iconia Tab MINI-3m Yes Yes Ye

Acer E140 beTouch MINI-3m Yes Yes Ye

Acer E210 Acer beTouch MINI-3m Yes Yes Ye

Acer E310 Liquid mini MINI-3m Yes Yes Ye

Acer S100 Liquid MINI-1H Yes Yes Ye

Acer S120 Liquid mt MINI-3m Yes Yes Ye

Copy
Cannot find a device? Missing something? Submit a support request
| f | ce History
Export ‘ OK
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The menu in the upper left hand corner gives you access toother itemps such as the repository of cable usage and the
statistics module of the device usage:

In-Store Report X

Workstation Report Summary

Review activities from a selected Time Frame.

Time Frame
Quick Selection Custom Selection

Last 7 days OR From ey To plamly

Generate Report

UAT 3

Time Frame: 10/4/2015 - 11/4/2015
Total Activities: 117

Total Workstation Count: 3
Success Rate: 99%

Activity Vs. Time Activity Types by Percentage
30+
25+ T Types
HealthCh
eck..
20 Hu
L Diagnost..
Apps
154 i
Fix Issues
=0z
4 wow
104 - Process.
T.ransfer
54 Ba.ckuu
6%
Recycl
- 5_:1:31(: ing

0 T T T T T T T 1
2015/10/06 2015/10/09 201511015 201510/21 20151103

Restore
201510/08 20151012 201510118 20151022 L
Reset
%
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After detection and configuration of the device, a SAMSUNG SMG920Fin the example below, it appears on the right side
of the main screen, with its IMEI, and if it has already been treated in the pag, you will be able to consult everything that

has been done on it

by

What would you like to do?

v Setup New Device

c |

cki

AT

ng

S

>

—

— = =

Content Backup Restore Account
Transfer setup

=

Apps&Me

&

On-
Boarding

dia

Handle Returning Device

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

on

Content transfer , Activate , Trade-In, Account Setup , Apps&Media , On-Boarding and more.

t he

oDevice Historybo

== X

Samsung SM-G920F

i/

IMEI 357011074537628 Copy
Last Check  27/12/2016
{_} Refresh @vice@

Device History

Samsung SM-G920F History

Action Performed Result Date

Time

Store Name

Diagnostics Canceled

06/01/2017

16:16:21

SoftThinks HQ Test Nicolas

Restore(Target) Succeeded

06/01/2017

11:18:21

SoftThinks HQ Test Nicolas

Reset Process Succeeded

05/01/2017

12:14:50

SoftThinks HQ Test Nicolas

HealthCheck Succeeded

05/01/2017

11:29:23

SoftThinks HQ Test Nicolas

WOW Process Canceled 05/01/2017 10:28:03  SoftThinks HQ Test Nicolas
Restore(Target) Canceled 04/01/2017 18:06:19  SoftThinks HQ Test Nicolas
WOW Process Canceled 04/01/2017 17:50:36  SoftThinks HQ Test Nicolas Copy
Finish ! :
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Setup anew device

This section includes all tools and process that you need to configure a new device:

= ATTEATIKS

v Setup New Device

Content transfer , Activate , Trade-In, Account Setup , Apps&Media , On-Boarding and more.

< -1k @ B @

-— L1
Content Backup Restore Account Apps&Media On-
% setup

er Boarding

> Handle Returning Device

HealthCheck , Reset, Wipe, Software Flashing, Diagnostics.

Samsung SM-G920F

— B X

IMEI 357011074537628 Copy
Last Check  27/12/2016
O Refresh @ Device History

1!
1!

Content Content Transfer

Backup

Restore

Account setup

Apps & Media

On-Boarding

S @ e T
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—

Content Transfer

This module offers you to transfer contents (contacts, SMS, musics, videos) from a device to anotherindependently of the
operating systems.

1. Connectthedevi ce containing t heSouwlcad ap otrot torfa ntshfeerhubn t he

Content Transfer B X

Please connect a device to the
Source port

Connect the device you want to read from

Troubleshooting:

Device / Cable selection wizard
Having issues? follow these steps

Back
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2. Click o0Continued t o c onSourcemortiarndeontohuethe Transfal grdcess.t ed on

Content Transfer 3 X

Samsung Galaxy S6 (SM-G920F) recognized as
Source device

Click "Continue" to confirm Source device and continue with Transfer process

Back Continue ‘

3. Plug the new device to which you want to transfer your contents on Target port (if you already plugged it go
directly to step 5):

Content Transfer [(E=[

Please connect a device to the
Target port

Connect the device you want to write to

Troubleshooting:

Device / Cable selection wizard
Having issues? follow these steps

Back
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4. Confirm this device:

Content Transfer

Apple iPhone 5S recognized as Target device

Click "Continue" to confirm Target device and continue with Transfer process

Back

3 X

Continue

5. Depending on the operating system of the device plugged on Source Port (Android in our example), some

manual actions could be required. The instructions corresponding to your device will be provided:

~nfant Trancfar

Action Required

On the device connected to the
Source port

1. Turn on USB Debugging mode.
2. Make sure that the device is unlocked and startup wizard is complete.
3. If a User Authorization request appears on the device,

check the "Always allow from this computer” check box

and click "OK".

How to setup USB Debugging?
Please select the android version according to your device.

> Android 4.0 Versions or newer

> Android Versions older than 4.0

On-Device Mobile Security and Anti-Virus applications will block USB communication

tal._al PrV s PV an An-nc neo e

Cancel
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6. Select the data you want to transfer:
Content Transfer

What would you like to Transfer?

> Contacts

Transfer only contacts

N Custom Content

Select the content types you wish to include

Contacts Images Videos
L]
D e D Select All

Cancel

Continue

For each filetype (contacts, photos, videos, audio files and SMS), the number and the size of the files will be

displayed.

Note: Musics cannot be transferred under iOS because of the restrictisrof this operating system. Contacts are

collected from the SIM card, fromthe device memory and from the user account.
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7. Indicate if you want to merge or overwrite the existing data on the target device:
Content Transfer 3 X

What would you like to do?

> Merge
Merge the source data to the Target

S Replace Content

Replace existing content on the Target (overwrite)

Back Continue

8. AI'l selected data ar e Sduftedn dterva rc Féargetdr ade efirdocem t he 0

9. Once the tranfer complete, a report will be displayed with a summary of all the actions made on the device.
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